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INTRODUCTION

The Centralised Submission Platform (CASPER) allows external organisations
and partners to submit structured data securely to the European Central Bank
(ECB). The data are automatically validated, and the results can be discussed

with the relevant ECB teams within the platform.
The browsers supported by CASPER are Google Chrome and Microsoft Edge.

If you have an account, you can sign in here:

https://casper.ecb.europa.eu/casper-internet

This user manual provides information on how to best use CASPER to submit
data to the ECB, monitor fulfilment of reporting obligations and administer users

of the system.

The document starts by introducing the general design patterns and application
behaviour applicable to the main parts of the system (Chapter 1), followed by the
different user roles and corresponding permissions (Chapter 2). Subsequently,

it explains how each user group undertakes its user journey (Chapter 3).


https://casper.ecb.europa.eu/casper-internet

1 GENERAL DESIGN
PATTERNS AND APPLICATION
BEHAVIOUR

In this chapter, you will find a detailed description of CASPER and its behaviour,

navigation and general design patterns.

1.1 CASPER landing page

Once you have successfully logged into CASPER, you will see the CASPER
landing page (Figure 1).

You can also access the page from every CASPER screen by clicking on the

logo at the top.

On the landing page you will see the announcements (Box 1 in Figure 1) and the
privacy statement (Box 2). The privacy statement is positioned at the bottom of
the page, but you can access it by clicking on the “Privacy Statement” link (Box

3) in the upper right-hand corner of the screen.
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Figure 1: CASPER landing page

1.1.1 Announcements

On the landing page you will see the Announcements section.

Here you will find communications from the system administrators or collection
owners (for detailed descriptions of these, please refer to the Abbreviations and
terminology section in this manual). The announcements you see on the landing
page will change over time as new ones are posted and older ones expire or are
deleted.

You will see a preview of all the announcements that are relevant to you.



PANNA COTTA RELEASE WILL GO LIVE...
(GENERAL) 2

Dear CASPER users, to inform you about
ongoing activities in CASPER, the team is
currently performing regression tests in order
to prepare the pla...

B Clickhere 4

il

Figure 2: Announcement preview sample

For each announcement, the following elements are displayed (as shown in

Figure 2).

1. The title of the announcement: if the length of the title exceeds the width of
the announcement, hover your mouse cursor over the title to view the full

text as a tooltip.

2. A flag, which can be either “General” or a data collection code. General
announcements are visible to all users; announcements specific to data
collections are visible only to users authorised to access those collections.

3. The description of the announcement; only the first 150 characters are
shown, and the formatting of the announcement is not visible.

4. A “Click here” button enabling you to see the full details of the

announcement.

General announcements are posted by the CASPER administrators and provide

information about new releases, links to documentation and messages about

scheduled maintenance dates, among other things.

In announcements specific to data collections you will find relevant information
about the collections that you are authorised to access. If you click on the “Click
here” button in one of the announcements, a pop-up window will appear, as

shown in Figure 3. The window will display the full text of the announcement.

Title:PANNA COTTA RELEASE WILL GO LIVE IN CASPER PRODUCTION IN OCTOBER 1
Data Collection:General 2

Description:

Dear CASPER users,

to inform you about ongoing activities in CASPER, the team is currently performing regression tests in order
to prepare the planned move of Panna Cotta into preduction. Exact dates will be communicated to you in
due time.

Best regards,

Your CASPER team =

Close

Figure 3: Announcement pop-up window

Table 1 shows the fields displayed in the pop-up window.

Field Description

Title The title of the announcement.

Data collection code Only displayed when the announcement
is for a specific data collection, otherwise
the value shown is “General”.

Description The full text of the announcement, as
formatted by the user who posted it.

Table 1: Announcement pop-up fields



You can only see announcements specific to data collections for collections
that you are authorised to access. General announcements are visible to all

users.

1.1.2 Manage email subscription

CASPER generates email notifications to inform users about established events
in the collection lifecycle. By default, users do not receive email notifications. For
email notifications to be displayed, the function must be enabled in the
notifications tab by the internal collection designer (more information about this
role can be found in the Abbreviations and terminology section). The users
assigned to the relevant data collection can then set up a subscription in the
manage email subscription screen. To view this screen, log into CASPER and

click on the mail symbol in the upper right-hand corner of the screen (Figure 4).
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Figure 4: CASPER landing page

Box 1 in Figure 4 shows the email subscription icon. Click on this icon to open

the email subscription screen.

Manage Email
Subscription

Receive notifications as emails

No -

No

Figure 5: Receive notifications as emails

1. Click on the drop-down list and select “Yes”.

You can also set up an email subscription in the collections screen by right
clicking on the data collection assigned to you and selecting “Manage email

subscription”.

Figure 6 shows the manage email subscription screen. The list on the screen

displays all available email notifications for the data collections assigned to you.
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3 Announcements Immediately

Data Collection
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Data Collection Name
e slen  ppends on the collection owner o activate the creation of notification emails
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for the individual event type.

» Metadata Import Motiflcation

Figure 6: Manage email subscription screen

1. The “Receive notifications as emails” list indicates whether the email

subscription is active. Click on the collapsible menu and select “Yes” or
“No” to activate or deactivate it.

. The “Your email address” tab displays the recipient’'s email address.

. Set the announcements radio button to “Immediately”, “Daily”, “Weekly” or
“Never” to adjust how often email notifications are received when
announcements are posted on the CASPER landing page.

. Select the data collection from the drop-down list to enable email
notifications for specific events.

Figure 7 shows how to enable email notifications for specific events for a data

collection.

Manage Email Subscription

eceve rettirons e

Figure 7: Email subscription configuration

1.

Select the data collection from the drop-down list to enable email
notifications for specific events.

2.

To manage email subscription for specific events, first open the collapsible
panel, then set the frequency by clicking on the required radio button. You
can set the email subscription for multiple notifications.

Set the notification frequency radio button to “Immediately”, “Daily”,
“Weekly” or “Never” to adjust the frequency with which email notifications
are received. (The default value is “Never”.)

Set a bulk email subscription frequency for a specific group of notifications
by selecting the frequency header at the top of the screen.

1.2 CASPER navigation

In this section, you will be introduced to CASPER’s main navigation function and

learn how it works. Figure 8 shows the main navigation screen, which has three

parts: the primary navigation pane, the secondary navigation pane and the

vertical navigation pane.
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BANK | EUROSYSTEM”) (1) the CASPER landing page (see Section
1.1).
Notifications button (2) This is displayed as a bell icon with a

number indicating the number of unread
notifications in the inbox. Once the
number of notifications exceeds 99, “99+”
is displayed. By clicking on this icon, you
will be redirected to the notifications

Figure 8: Main navigation screen

1. Primary navigation pane: This is the top section of the main navigation
screen. It has a light blue background and covers the whole width of the

screen.
screen.
Email subscription button (3) This is displayed as a mail icon. By
2. Secondary navigation pane: This is the lower section of the navigation cllclgrlwg/dc_m ISI'S |cot[}_, y?_u can ‘b
screen. It has a dark blue background and extends over the whole width of znmi\ile Isable notifications sent by
the screen. )
Logout (4) By clicking on the “Logout” button, the
3. Vertical navigation pane: This appears on the left-hand side of the screen user is redirected to the login page.
when you click on a secondary navigation item. The number of menu items
differs according to the secondary navigation item selected. Language drop-down menu (5) Users can switch between the available

languages by clicking on the drop-down
menu arrow. Currently, the entire
CASPER platform is only available in

Figure 9 shows the five items highlighted in the primary navigation pane. Table English.

2 describes these items in more detail. Table 2: Primary navigation items



Figure 10 shows the secondary navigation items, with each item described in
Table 3. For a more detailed description, please refer to the Abbreviations and
terminology section.
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Figure 10: Secondary navigation pane

To enable access to CASPER, a role is assigned to a user with a predefined
set of permissions. Depending on the role, the user will see one or more
items in the secondary navigation pane, i.e. some users may see both items,

whereas others may see only one.

Description

Submissions (1) Visible to web roles that use the platform
to monitor reporting obligations and to
external roles that submit files, monitor
processing and discuss failed validation
results. For further information, see

Section 3.2.

User & Roles (2) Visible to every user administrator. User
administrators can view and manage the
assignment of other users to data
collections using the User & Roles link.

For further information, see Section 2.

Table 3: Secondary navigation items

If one or more of the navigation items described in the table above are missing,

this indicates that your role does not have permission to access the information.

Each secondary navigation item has its own set of vertical navigation menus
located on the left-hand side of the screen.

Figure 11 and Figure 12 show the vertical navigation menu for the “Submissions”
item of the secondary navigation pane. The highlighted steps can be followed to

navigate to any vertical navigation pane.
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View Validation Results
View Discussions
View Reports

Figure 11: Access vertical navigation
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Figure 12: Vertical navigation pane

1. Click on the “Submissions” tab in the secondary navigation pane to access
the submissions overview screen.

2. Select the desired data collection from the list by clicking on the Actions
menu and selecting “View submission list”. The selected collection will now
be displayed in the upper left-hand corner of the submission list screen.

3. Once you have selected the data collection, the vertical navigation menu
will appear on the left-hand side of the screen. The menu item changes to
blue when you select it.

If there is a small arrow beside a menu item or any other element, this means
that it is collapsible. Click on the small arrow to expand the list and click on
it again to collapse the list (see Figure 13).
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Report

Figure 13: Collapsible menu

1.3Move and resize pop-ups

Some of the pop-ups in the application can be moved or resized, as illustrated
in Figure 14,



1.4List views, filtering and sorting

CASPER displays content in the form of lists. This is one of the most frequently
T used features in the application. This section describes the design, functions and
behaviours of lists. Figure 15 shows an example of a list. An illustration of its five
User Role

main parts and a detailed description of each one is given below. Further details
are provided in the following subsections.

DATA COLLECTIONS

O = cooe

Data Collections

i 1 2 5
2

cone = 3 = pescarmon = acnons
Cancel JI = | T T
J ’ 2

Figure 14: Movable and resizable pop-ups

Figure 15: List components
1. Moving a pop-up: To move a pop-up, place the mouse cursor in the top

section of the screen (Box 1). If the pop-up is movable the mouse cursor

will turn into a 4-arrow symbol. By left clicking you will be able to drag the

pop-up around the screen.

2. Resizing a pop-up: To resize a pop-up, place the mouse cursor in the
lower left-hand corner of the screen (Box 2). If the pop-up is resizable the
mouse cursor will turn into a two-arrow symbol. By left clicking you will be
able to resize the pop-up while maintaining the aspect ratio.
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1. Table header: The header for each column in the list can be found here.
Type a word in the textbox that is displayed under each header to filter
items.

2. Sorting: The list has a sorting functionality which allows you to arrange the
elements in the list in ascending or descending order by column. Simply
click on the column header label once and this will sort the rows. See
Section 1.4.3 for a detailed explanation of the sorting options available.

3. Filter button: Type a word in the textbox or click on the small “Filter” button
on the right-hand side of the screen to filter rows and information. Section
1.4.2 explains the filter options in greater detail.

4. Actions: If you click on the “Actions” button a pop-up window will appear
with a list of action items you can perform for each entry in the list. See
Section 1.4.6 for further details.

5. Customisation panel: Using this panel you can adjust the column size,
add or remove toggle columns, etc. To close the customisation panel, click
on the customisation panel button again or click anywhere on the screen.
See Section 1.4.1 for further details.

1.4.1 Customising list columns

You can customise the appearance of the list using the customisation panel.
There are many customising functionalities available, such as adding toggle
columns, adjusting the column width or pinning selected columns on one side.

This section describes all the available features of the customisation panel.

The customisation panel button is located in the table header and in every
column, as shown in Figure 16.
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Data Collections
Number of Entries found: 57
CODE = NAME . 1 2 3 =
= T
v v
Autosize This Column Pin Left T
. Pin Right
NTST2 test Autosize All Columns v No Pin
Reset Columns
OPTBL1 test Tool Panel
OTTST1 test test
OTTST3 test test
PURE test test

Figure 16: Customisation panel

When you click on the customisation panel button, a pop-up menu with options
will appear. On the upper left-hand side of the pop-up menu, you will see three

submenu buttons showing different options, as described below.

1. General options: change the appearance of the columns.

2. Filter pane: filter the information in the columns.

3. Toggle columns: add or remove columns in the list.

You can also customise the order in which the columns are displayed by using
the drag-and-drop functionality: click on the desired column, then hold down and
move the mouse to the desired position in the list. Please note that all changes
will be lost if you leave this screen. The default settings will be shown when you
return.



1.4.1.1 General options
The general options in the first submenu in the customisation panel are used to
customise the columns. Figure 17 shows the option items in the first submenu.

Table 4 contains a description of each item.

Data Collections

Number of Entries found: 57

CODE NAME .

= T =

T \
Autosize This Column Fin Left R —————
) Pin Right
NTST2 test Aurtosize All Columns )
¥  NoPin

Reset Columns

OPTBL1 test Tool Panel

oTTST test test

OTTST3 test test

PURE test test

Figure 17: General options submenu

Item Description

Pin column Pins a column of your choice to either the
left or right-hand side of the list. If you
select “No pin”, the column is displayed
in its default position in the list.

Autosize this column Automatically adjusts the width of a
specific column, based on the amount of

text it contains.

Autosize all columns Automatically adjusts the width of all the

columns.

Reset columns Undoes all changes and resets to the

default view for the list.
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Description

Tool panel Pins the tool panel window on the right-
hand side of the list. By default, it
displays all the toggle columns. In the
“Tool panel” window, you can add
columns to the list or remove them by

ticking the checkbox for each column.

Table 4: General options items

1.4.1.2 Filter pane

The second submenu in the customisation panel is the filter pane. This provides
features to filter rows based on the filter options available for the list. You can
access the filter pane from this submenu or from the filter button, as described
in Section 1.4.2. Either way, the functionality remains the same. See Section
1.4.2 for further details.

1.4.1.3 Toggle columns

For most screens in CASPER, there are columns which are not visible in the list
by default. The “Toggle column” button enables you to view the columns that are
available and add them to the list as required. The list of columns available in

the toggle column feature varies according to the screen.

The following steps explain how to add columns to the list, as shown in Figure
18, Figure 19 and Figure 20.



1. Click on any of the highlighted customisation panel buttons, as shown in Submission List
Figure 18. A pop-up menu will appear which shows three submenu
buttons; the one furthest to the left is selected by default. Number o Enrie found: 404
# = cvae = :g:[‘:“"ﬁ 1= MODULE 2° =  ENTITY NAME = REFERENCE DATE "“""%" —_BE(
H “ ” H H H H =
2. Click on the “Toggle columns” button, as shown in Figure 19. This displays . . . . v omm (e
a list of all available columns. The columns displayed in the list by default 5 p— orcte 5
: ‘ L- : YV e —— !
are checked with a blue tick; the remainder are unchecked. 55533[3““5
O Y e ————— A 2eil2l2020 ENTITY NAME '
. . . . X . R4 REFERENCE DATE A
3. To add a column to the list, select it by ticking the corresponding checkbox, o e ————— e B SoucoN sTaTus
as shown in Figure 20. Once you have selected a column, it is added to O v ——————8SR— 200 rewance oare [
the list instantly. You can add multiple columns at the same time. 0 i — 18/12/2020 [ DELAY IN DAYS
O Y m——— - 271212020 B;:i;ﬁ?:mﬂ;m <]
4. To remove a column from the list, untick the corresponding checkbox, as
shown in Figure 20. Once you untick a column, it is removed from the list
instantly. You can remove multiple columns at the same time. Figure 19: Adding toggle columns 2/3
5. Once you have added or removed the columns from the list, click anywhere Submission List
on the screen to leave the toggle column menu.
Number of Entries found: 404
# = ENTITY NAME = REFERENCEDATE = ;":‘;g;"“ = :ic':mou 3.= ;“:E'"”"; = = :::‘”" = ::"L::”s = ACTIONS
T Y QoD/Mv/YY Y v R ODDIM»M:,%m 4 i) .4 X, 3
| CYCLE g
0O | — 31/12/20Z 7] REPORTING CODE 1 i
O I 11220 6 et I o :
Submission List - - (9 REFERENCE DATE
O [ 31/121202 @ opLiGATION STATUS 0 :
RECEPTION DATE
[ . o i 31/12/202 ( REMITTANCE DATE 3 1 i
Number of Entries found: 404 1 O [ 211122038 prar i o 181 o :
2 FAILED ATTEMPTS
& = coveLe = ZZ;OE“T'NG 1= MODULE 2* =  ENTITY NAME = REFERENCEDATE ;E‘“UN 3.= O o cm—— ol 3120202 7 e queniinc NOmBER v v L
T T T T T  ©DD/ MM/ YYYY = T
e ——— Autosize This Colurn 00 ) )
o putosze AN Colums [ Figure 20: Adding toggle columns 3/3
O e ———————— e t——" " mesetcommme  fowzo21 124715
] i — A 120412021 17:24:53
O i mm— o A 20/12/2020 16:11:34
O o cmm———————" i t——

Figure 18: Adding toggle columns 1/3
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1.4.2 Row filtering

You can filter column content using the filter boxes, as displayed in Figure 21.

You will find an explanation of the filter boxes and the other highlighted sections

below.
Submission List
Submission List N und: 404 1
File Vault
# = CYoLE = | REPORTING 1= MODULE 2* = ENTITY NAME = REFERENCE DATE =

Validation Results CODE
Discussions A M 2 v v Y ©DD/MV/YYYY M
Reports 0 4 18/12/2020 3

O 1 26/12/2020

O 8 27/12/2020

Figure 21: Table headers

The textbox shows text in lower case. If you enter text in upper case, it will
be automatically converted to lower case. The date field only accepts

numeric entries.

For most columns, you will see an extra field below the header label (1). It may
be a textbox (2) or a date field (3). Its purpose is to give you more flexibility when
filtering row entries in the list. You can filter the results by entering text into the

textbox or choosing a specific date in the date field.

You will see the summary text at the top left-hand side of the list, as a dynamic

field showing the total number of row entries in the list.

The filter button provides more options for filtering the rows in the list. For every

column in the list (except “Actions”), you will see a small filter button, as
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highlighted in Figure 22. Clicking on this button brings up a small pop-up window

containing two fields: a drop-down list and a textbox.

Submission List

Submission List

nber of Entries found: 404

File Vault

# = CYCLE = | REPORTING 1%= MODULE 2* = ENTITY NAME = REFERENCE DATE =
Validation Results CODE 1 2
Discussions A T T Y JLiiid T
Reports O Contains v |112/2020
Filter
O 112/2020
O ENTITY1 27/12/2020

Figure 22: Filter button pop-up window

The items in the drop-down list depend on the column data type, i.e. they

are different for columns with text content and columns with date content.

Submission List

Zip Upload

= REPORTING 1om | wosuLE 2 = | ENTITY NAME = REFERENCEDATE = OBLIGATION = RECEPTION 3.2 REMITTANCE 4

e = = = = a
s cre CODE STATUS DATE DATE

<]

1 RC1 ENTITY1

L

[E0ARRRR0RO 4
oopL-op 7

-3

Figure 23: Filter pop-up types

Figure 23 shows the various types of filter pop-ups for different column types on
the data collections screen. Filter pop-ups for other screens display different

statuses.



There are different filter pop-ups for columns which display the status of a
row entry. These columns have predefined values that you can filter for
using the filter pop-ups. The possible status types differ depending on the

screen you are viewing.

For columns with text content, when you select an item from the drop-down list
you can use the textbox underneath to filter information. For example, if you
select “Contains” from the drop-down list and write “a” in the textbox underneath,

the list will filter for the rows which contain an “a” in them, as shown in Figure 24

below.

Data Collections
Number of Entries found: 10
CODE T = NAME =
2
a 1 T
T
Contains v
UATV1 T
4l
BUSVAL busval
CASDUM CASDUM
SANOT caspertest
SANT04 caspertest

Figure 24: Example of a text filter

As long as you are logged in (or have logged out but the browser remains
open), CASPER will retain the changes made to each screen using the tool

panel. You can return to the default settings by clicking “Reset view”.
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1.4.3 Sorting

Lists in CASPER have built-in sorting functionalities. The pre-set default sorting
order of each CASPER screen is ascending with respect to the “Code” column.

The sorting functionality is available for every column in the list.

You can sort a column by clicking its header label. When you do this, a small
blue arrow (pointing upwards or downwards) appears next to the label. The arrow
indicates the sorting order, either ascending or descending, as shown in Figure

25 and Figure 26 respectively.

Submission List
Number of Entries found: 404
# =  CYCLE = REPORTING CODE “= MODULE = ENTITY NAME = REFERENCE DATE =
v T T Y Y  ©DD/ MV YYYY A4
E 11 RC1 ENTITY1 ENTITY1 26/12/2020
O 8 RCl ENTITY1 ENTITY1 27/12/2020
O 3 RCI ENTITY1 ENTITY1 25/12/2020
E 4 RC1 ENTITY1 ENTITY1 18/12/2020
O 8 RCI ENTITY10 ENTITY10 26/12/2020
E 1 RC1 ENTITY10 ENTITY10 25/12/2020

Figure 25: Ascending sorting order



Submission List

kY
I

= CYCLE REPORTING CODE ~= MODULE ENTITY NAME REFERENCE DATE =

¥ b Y ) 4 Y  © DD/ MN/ YYYY ) 4
C 0 RC ENTITY99 ENTITY99 18/12/2020
: ¥ 6 RC1 ENTITYS9 ENTITYSS 27/12/2020
E 0 RO ENTITY99 ENTITY99 26/12/2020
2 0 RC ENTITY99 ENTITY99 25/12/2020
2 0 RC ENTITY98 ENTITY98 26/12/2020
: 0 RC ENTITYS8 ENTITY98 18/12/2020

Figure 26: Descending sorting order

You can also sort list entries by multiple columns. To do this, click the first column
header. Then press and hold down the Shift key and click the remaining column
headers you would like to add to your multiple sorting. The numbers to the right

of the column name indicate the sorting order.

When you add a column during multiple sorting, you need to define its sorting
order (ascending/descending). The sorting order of the first column serves as a
reference point for multiple sorting; if the first column is selected as descending,
additional columns added subsequently will be sorted in descending order too.
To change the sorting order of an additional column to ascending, click the
selected column a second time. The sorting order of a column must be defined
before you move on and add another column. It is not possible to change the
sorting order of a column in multiple sorting once you have added another
column.
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Figure 27 shows multiple sorting of a list by three columns. The list entries are
sorted in ascending order by “code” (1), “name” (2) and “description” (3). Follow

the steps below to sort a list by multiple columns in ascending order.

Submission List
¢ = o = REORING el goue = penmawe = REFERENGE  gap OBUGATON o RECETION 3
T T T T T ©D0/sMv/ T T T
0 4 RCH ENTITY1 ENTITY1 18/12/2020 A 23/04/2021 16:00:34
0O 3 RCI ENTITY1 ENTITY1 25/12/2020 'y 20/12/2020 16:11:34
0O 11 RC1 ENTITY1 ENTITY1 26/12/2020 A 22/04/2021 12:47:15
0O 8 RCI ENTITY1 ENTITY1 271212020 A 12/04/2021 17:24:53
O 0 RO ENTITY10 ENTITY10 18/12/2020
0 1 RCH ENTITY10 ENTITY10 25/12/2020 A 19/12/2020 13:32:13

Figure 27: Multiple sorting

1. Click on the column header of the first variable, “Reporting code”.

2. Press and hold down Shift and click on the column header of the second
variable, “Reference date”. Small numbers will appear next to the column
headers, indicating the sequence of the order. The small arrows indicate
that the order is ascending, as set by default.

3. Continue to hold down Shift and click on the column header of the third
variable, “Reception date”. A small number will appear, indicating that this
is the third variable in the multiple sorting, also sorted in ascending order.

4. The columns are now sorted by these three variables, with the reporting
code in ascending order, the reference date in ascending order and the
reception date in ascending order. To undo the sorting, release Shift and
click anywhere on the list. The list will return to the default sorting order.

To sort the list in descending order, follow the same steps. First, change the

sorting of column one from ascending order by default to descending. To do this,



simply click on the column header as described above. Once the arrow appears,

add the remaining columns to your multiple sorting order as described above.

Figure 28 shows the list entries sorted by the same columns of “code” (1), “hame”
(2) and “description” (3). This time, however, “name” is sorted in descending

order. Follow the steps below to change the sorting order of a column.

Number of Entries found: 62
CODE 1~ = NAME 2, = DESCRIPTION 3+ =
y b ¢ G
UAT Mar 2019
2TSTPE
AAA AAA AAA
ABC ABC ABC

Figure 28: Multiple sorting with column in descending order

1. Click on the column header of the first variable, “Reporting code”.

2. Press and hold down Shift and click on the column header of the second
variable, “Reference date”. Small numbers will appear next to the column
headers, indicating the sequence of the order. The small arrows indicate
that the order is ascending, as set by default. To change the sorting order,
click on the column header again. The arrow will now point downwards,
indicating that the order for this column is descending.

3. Continue to hold down Shift and click on the column header of the third
variable, “Reception date”. A small number in brackets will appear,
indicating that this is the third variable in the multiple sorting, also sorted in
ascending order.
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4. The columns are now sorted by these three variables. To undo the sorting,
release Shift and click anywhere on the list. The list will return to the default
sorting order.

Rows containing values that start with a number are sorted before those
starting with a character.

When you add a new row to the list, the system highlights it in blue and the
sorting order remains the same, as shown in Figure 29. When an entry is deleted
from a list that has already been sorted, the sorting order remains the same —
only the deleted entry is removed.

Number of Entries found: 60

CODE = = NAME = DESCRIPTION =
T T T

UAT Mar 2019

2TSTPE

AAA AAA AAA

ABC ABC ABC

B B asd

BAA BAA BAA

Figure 29: Example of an added row



As long as you are logged in (or have logged out but the browser remains
open), CASPER will retain the changes made to each screen using the tool
panel. You can return to the default settings by clicking “Reset view”.

1.4.4 Search panel

For some lists, you can also filter for specific entries using the search panel. This

allows you to apply multiple filters simultaneously, as displayed in Figure 30.

User - Data Collection Assignment List

6 1
A Active Search 5
USERID USER NAME USERROLE 'DATA COLLECTIONS. 2
ACASPER WES_DATASUBMITT +  seect . - |
Select Seiect
3 ALCASPER WEB. DATA SUBMITIER

A-CASPER_WEB_TECHNICAL_USER
A-CASPER_WEB_USER_ADMIN

Epon e

= AccEss = #ASSIGNED

DATA
UsER 1D S user NAME S userroLe = couteron = counta S ORGANISATION = ASSIGNMENT eermcrion ity

= AcTions

T v v v v v v T v

ACASPER_WEB_DATA_SUBMITTER oc2 Yes Entity 101

Figure 30: Search panel details

The type of field depends on the type of data displayed — it may be a date field
or a drop-down menu. All fields in the search panel marked with an asterisk (*)

are mandatory. To filter a list in the search panel, follow these steps.

1. Fill in the mandatory search fields. In the example shown in Figure 30, you
can filter the list entries by choosing a username or selecting a user role or
a specific data collection.

2. Click on “Search”.

3. The number of entities found is displayed above the list.

4. The results are displayed in the list underneath.

5. Click on “Clear all” to remove all the filters applied. The list will go back to
its default status.

6. The search panel is collapsible. You can close it by clicking on the small
arrow on the left-hand side. Click on the arrow a second time to expand it.

1.4.5 Check/uncheck behaviour

When a list entry has a checkbox next to it, this means you can perform certain
actions. To do this, first select the list entry by ticking the checkbox.

Validation Rules

[ s Jl iyt vbdsion i [l oo vakinion s JEETIETN

MODULE  2)e= MODULE  @j.= FORMULA = SEVERITY = ENTITYGROUP = ENABLED = STATUS =
CODE VERSION NAME

RULEID (1.

b § v

-«

¥ Ad > 4

O Warning MOD1 1 1=1 WARNING EU Y ]
O internal MOD1 1 1=1 WARNING EU Y (V]
0 Faual MOD1 1 1=1 FATAL EU Y o
0O Emor2 MOD1 1 1=12 ERROR EU Y ]
O Error MOD1 1 1=12 ERROR EU Y ]

Figure 31: Unchecked list entries



Figure 31 shows unchecked rows in a list. The blue buttons above the table are

disabled, indicating that no list entries have been selected for an action.

Validation Rules

RULEID (1)» = MODULE 2)e=  MODULE 3e=  FORMULA = SEVERITY = ENTITY GROUP = ENABLED = STATUS

CODE VERSION NAME
T T T T T T
O Warning MOoD1 1 WARNING ] ¥ ]
a Internal MOoD1 1 1=1 'WARNING EU A (]
O Faal MOD1 1 1=1 FATAL =] ¥ ]
Error2 MOD1 1 1=12 ERROR U Y o
Error MOD1 1 1=12 ERROR U Y (]

Figure 32: Checked list entries

When you select an entry from the list, the blue buttons are enabled, as displayed

in Figure 32. To select list entries and perform an action, follow the steps below.

1. Click on the checkboxes to the left of the rows. A blue tick will appear,
indicating that the list entry has been selected.

2. You can perform an action for all checked rows together. For example, if
you wish to download both the files selected, simply click on “Download
files”.

3. To deselect the selected list entries, simply click on the checkboxes again
and the tick will disappear.

1.4.6 Actions

You can perform certain actions for every row entry in a list through the CASPER

Actions menu feature.
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You can access the Actions menu for each row in the list by clicking on the
“Actions” item in the row, as shown in Figure 33 or by right clicking anywhere on

the row in question.

Number of Entries found: 60 m
CODE = NAME = DESCRIPTION = OWNER = VALID FROM = VALDTO = DEFINITION = ACTIONS
STATUS
T T T T ©D0D/ MM/ Y ¥ @ DD/ MM/ Y T v
UAT Mar 2019 ECB 01/03/2019 (] E
Edit
AAA AAA AAA SELVESA 15/03/2019
Delete
ABC ABC ABC KH2 28/03/2019 [/]
B ] asd Asd 19/03/2019 [/]
BAA BAA BAA BAA 02/05/2019 [/]

Figure 33: Example of the “Actions” menu

When you click on a row, a pop-up window will appear showing a list of actions

and you can choose the action you want to perform for the row entry.

The items in the Actions menu are established according to the task and user
permissions, as explained in Section 2. This means there may be different action
items for each list. Action items may also vary for different users, depending on
their permissions. For example, items may be disabled for one user role but

enabled for others.

When an item is disabled, it is grey in colour and a tooltip will appear when you

hover over it, as shown in Figure 34.



ACTIONS

View
Edit

Figure 34: Disabled Actions item

1.5Export functionality

The “Export CSV” button displayed in CASPER is used to export the contents of
a list. More precisely, it exports the current as-is state of the list, including the
sorting, filters applied, table headers and any toggle columns that may have been
added to the view. The contents that are currently displayed are downloaded in

list (CSV) format, although this does not apply to submission files.

Contents of a list can only be downloaded in CSV format. As shown in Figure

35, the downloaded file appears in the lower left-hand corner of your browser.

CSV stands for comma separated values, meaning that columns are

separated by commas in the file.
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Data Collections
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Figure 35: Export CSV functionality




2 HOW TO ACCESS CASPER

CASPER is integrated into the ECB Identity Portal, the access management
system for web users, so the platform can be accessed over the internet. In
Section 2.1 you will learn more about the authentication process for CASPER,

and in Section 2.2 about user roles and permissions.

2.1Login (authentication process)

CASPER web users need to have an account on the ECB Identity Portal to
be able to log in over the internet. Users who have this can access the

platform using the following URL, as shown in Figure 36.

https://id.ecb.europa.eu/login/

EUROPEAN CENTRAL BANK | EUROSYSTEM

C———

Log in to ECB applications

Figure 36: ECB Identity Portal login screen
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Users on the ECB Identity Portal are grouped into organisations (also known as
“levels”). These are legal entities, such as credit institutions or private
companies, that can manage their users independently. All accounts on the ECB
Identity Portal must be assigned to the proper organisation. There are two types

of web user in CASPER, depending on the organisation:

1. users belonging to specific organisations: these are managed by
delegated access administrators (DAAs) within the same organisation;

2. standalone users: these do not belong to any existing organisation on
the ECB Identity Portal and submit data individually through CASPER
(standalone users are assigned to a dummy organisation on the ECB
Identity Portal named “ASTRA_ECB”).

CASPER roles are assigned by a CASPER access administrator based on this

distinction, as set out below.

1. If you belong to an organisation on the ECB Identity Portal, you need to
contact either a DAA in your organisation or the ECB collection owner,
who will grant you the correct CASPER roles. If you do not know who
the CASPER DAA is in your organisation, please contact the ECB
collection owner for assistance.

2. If you are a standalone user, you should contact the ECB collection
owner, who will grant you the necessary CASPER roles to perform your

tasks on the platform.

Once your roles have been granted, the CASPER tile will be displayed on
the “My applications” page of the ECB Identity Portal, as shown in Figure 37.


https://id.ecb.europa.eu/login/

EUROPEAN CENTRAL BANK EUROSYSTEM

e

n

0
My applications

SZCASPER

Centralised Submission Platform

i My Apps

Figure 37: ECB Identity Portal landing page

2.2User roles and permissions

There are two user roles in CASPER over the internet: web user administrator
and web data submitter. Each user has at least one role, and the different roles

have different permissions.

As explained in Section 2.1, CASPER roles determine which tasks a user can
perform. Access to data is controlled by the user administrators. To perform their
tasks in CASPER, users need to be assigned (a) to a specific data collection,

and (b) to the relevant entities.

For a comprehensive description of the different tasks performed by web users

in CASPER, please refer to the individual user journeys described in Chapter 3.
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This section describes the two web user roles: web user administrator and web
data submitter. In the following paragraphs, you will learn more about web user
permissions and the responsibilities of the web roles in the data collection

process.

2.2.1 Web user administrator

Web user administrators are responsible for managing access to data collections

in CASPER for users who belong to the same organisation.

They have the right to grant or remove access for other web users in their
organisation to any data collection assigned to them in CASPER, as described
in Section 3.1. Web user administrators are also responsible for assigning web
data submitters and other web user administrators in the same organisation to

reporting entities.

To do this, a web user administrator must be assigned to the data collection and

reporting entities by the ECB collection owner.

Web user administrators cannot prepare data collections, submit data or manage

their own user assignment.

Web user administrators are responsible for managing the user assignment
of web data submitters to the relevant data collections. They can also

assign/unassign data submitters to reporting entities.

2.2.2 Web data submitters
Web data submitters upload reporting templates to CASPER to fulfil reporting

obligations (for a definition of “reporting obligation”, see the Abbreviations and



terminology section). They can submit data only to the data collections and

reporting entities to which they are assigned.

2.2.3 Web reconciliation administrator
The CASPER platform allows you to reconcile users assigned to each data
collection directly within the application. Reconciliation administrators are

responsible for conducting the reconciliation exercise for the data collections

they manage.
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3 USER JOURNEYS

This chapter describes the user journeys of the different user roles in CASPER.
In these journeys you will learn about the relevant functionalities, including
access rights, screens and workflows. Each user journey consists of a series of

steps that represent a typical scenario in which users interact with the system.

For more information on user groups, see Section 2.

3.1Journey I: web user administrator

This journey describes the user management performed by web user
administrators. Since CASPER release 1.2, the ECB has collected data from
non-E(S)CB users such as commercial banks, private companies, universities
and individual users who do not belong to a specific organisation. Web user
administrators are responsible for managing access to their organisation’s data.
Please note that, depending on your role, you might notice some differences in
the CASPER interface compared with the figures in this chapter.

Web user administrators can only manage the assignment of other users in
the same organisation; they cannot manage their own user assignment. To
be assigned to a collection, web user administrators need to contact either
a collection administrator or another web user administrator for the collection

in their organisation.

Web user administrators have the power to grant or remove access to any data

collection to which they are assigned for users within the same organisation.
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Figure 38 shows an overview of the individual steps in this user journey.

Request ’ . Manage
User Role Assignment il sl Assignment
U fi U fi
Request o toa Sers to 0 SErs from o to Reporting

Collections Collections

Collection Entities

View User-
CASPER
Roles View

Entity
Access e

Report

Figure 38: Overview of the web user administrator journey

3.1.1 User role request, approval and assignment

User access to CASPER is granted in a two-stage process.

1. User role management

2. Assignment of data collection and reporting entities in CASPER

CASPER is integrated in the ECB Identity Portal, the access management
system for web users. If you have an account on the ECB Identity Portal, a
CASPER role can be assigned to you. To use CASPER as a web user
administrator, you need to request to be allocated WEB_USER ADMIN status

by contacting your CASPER access administrator. If you do not know who your



CASPER access administrator is, please contact the ECB collection owner. For

further information on web role assignments, see Section 2.1.

You need an ECB Identity Portal account to access CASPER over the
internet. Once you have this, you can log in using the URL below, as shown

in Figure 39.

https://id.ecb.europa.eu/login/

EUROPEAN CENTRAL BANK | EUROSYSTEM

ECB Identity Portal

C——

Log in to ECB applications

Email Address

Password

ate or reset password Frequently Asked Questions

Figure 39: ECB Identity Portal login screen

Once the role has been assigned, you will be able to access CASPER.
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3.1.2 Request assignment to a collection

Once you have been granted a web user administrator role, you will be able to
log into CASPER. However, you will not be able to assign users to collections.
First you need to send an email to the collection administrator requesting

assignment to the collection and reporting entities you require.

3.1.3 Assign users to collections
As a web user administrator, you are responsible for assigning data submitters
to data collections. You have to assign them to their data collections before they

can access these.

CASPER provides simple steps for assigning a user to a data collection, as

shown in Figure 40.

You can only assign users to data collections that have been assigned to

you by the collection administrator or another user administrator.

EUROPEAN CENTRAL BANK EUROSYSTEM

@ Centralised Submission Platform (CASPER) O= & N0
User - Data Collection Assignment List
e & A Active Search 3
USER ID USER NAME USER ROLE DATA COLLECTIONS
selea . sk m

DATA
S COLLECTION =  COUNTRY S ORGANISATION =  ASSIGNMENT =

cooe

useo = usawaue 5 useRsou s

AccEss
RESTRICTION

:

Figure 40: User & Roles screen


https://id.ecb.europa.eu/login/

1. Click on the “User & Roles” tab.

2. In the left-hand pane, click on “Users” to view the data collection
assignment list. You can search by user ID, username, user role or data
collection.

3. Enter your search criteria and click on “Search”. The results are displayed
in the grid below.

4. Select the user ID and the user’s role in the grid, right click on the line and
select “Assign”.

A new window will open up, where you can assign the user to one or more data
collections, as shown in Figure 41. The list of available collections in this window

depends on the collections you have already been assigned to.

Assign Data Collections

User D User Name

DATA COLLECTIONS

= cooE T

Figure 41: Data collection assignment screen
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In order to assign the user to a collection, you can either find the collection in the
list or search for it based on its name or code, as shown in Figure 41. Once you
locate the collection, you can click on the checkbox to assign it and then press

the “Save” button.

3.1.4 Unassign users from collections

When necessary, you can also unassign users from a collection that you
manage. This might be the case, for example, if a user transfers to a different
business area within an organisation and submits data for another collection. As
a web user administrator, you are responsible for monitoring these matters and
updating assignments to collections accordingly. Figure 42 and Figure 43

provide a step-by-step illustration of this process.

USERID. USER NAME USER ROLE DATA COLLECTIONS

seiect - select - Search Cearan

- = usennous " couscron B coutr B oncamsanow ®  asscnent AU

ACASPER WEE_DATA SUBMITTER oz ASTRA ECE

ACas ECHNCAL USER asTRAECE

Figure 42: Data collection unassignment screen



User - Data Collection Assignment List

I @ Updated successfully!

A Active Search

USERID USER NAME USER ROLE DATA COLLECTIONS

selec - sl -

Number of Entries found: 42

USER 1D = USER NAME = USERROLE = COLLECTION = COUNTRY = ORGANISATION = ASSIGNMENT =
cope

A4 v T T T A T

Figure 43: Data collection unassignment confirmation

Follow the steps below to unassign users from a collection.

1. Click on the “User & Roles” tab.

2. In the left-hand pane click on “Users” to view the data collection
assignment list. Search by user ID, username or other fields.

3. Enter the user ID or name of the user that you would like to unassign from
a collection and click on “Search”. The data collections the user is assigned
to are displayed in the grid.

4. Select the data collection in the grid, right click anywhere in the row and
select “Unassign”. To confirm your selection, click on “Confirm” in the pop-
up window.

5. You will see the notification message: “Updated successfully”. You have
successfully removed the user from the data collection.
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3.1.5 User assignment to entities

As a web user administrator, you can manage the assignment of entities to web
users belonging to your organisation. Please note that this applies only if a user
administrator has already assigned you to the data collection and entities
concerned.

3.1.5.1 View entity assighment
The following steps explain how to view assigned entities. As a web user

administrator, you can only view the entities to which you have been assigned.
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Figure 44: Data collection assignment list
View User Assigned Entities
User ID User Name Organisation Organisation ID
casper_cc_wds@ta. Wads Cc CASPER Control Team CASPER_Control
User Role Data Collection Code Data Collection Name
CASPER_WEB_DATA_SUBMITTER 100005 DC
ENTITIES
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COLLECTION UNIQUE 1D = ENTITY NAME = REPORTING CODE =
A4 Al Al
REO1 REO1
REQ2 RE02
REO3 REO3
Reos R0
REO7 REO7

Figure 45: View user assigned entities
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1. Click on the “User & Roles” tab.

2. In the left-hand pane, click on “User assignment”.

3. In the “Active search” pane, search for the user ID and data collection code
for the user you want to assign to a reporting entity, then click on “Search”.

4. Right click on the desired user and select “View entity assignment”.

3.1.5.2 Edit entity assignment to users

As a web user administrator, you can assign and unassign users to the entities
assigned to you.

The following steps explain how to assign users, typically web data submitters
or other web user administrators in your organisation, to entities. Figure 46 and
Figure 47 show the steps that must be followed.

EUROPEAN CENTRAL BANK | EUROSYSTEM Erron
Centralised Submission Platform (CASPER) 1 % sve-EIW
User - Data Collection Assignment List
Users 2 4 I © Updated successfully!
pS— 3
User Entity Access O i )
Report
USERID USER NAME USER ROLE DATA COLLECTIONS.
B R
o
a 5 & . = = = Access = SASSIGNED =
: 4 Asen v v » A v v
Unassign
CASPER Yes Entity ) S
o opean Central B:

Figure 46: Data collection assignment list



Edit User Assigned Entities
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User Role Data Collection Code Data Collection Name.
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Figure 47: Edit user assigned entities

1. Click on the “User & Roles” tab.

2. In the left-hand pane, click on “User assignment”.

3. In the “Active search” pane, search for the user ID and data collection code
for the user you want to assign to a reporting entity, then click on “Search”.

4. Right click on the desired user and select “Edit entity assignment”.

5. Select or unselect the desired entities from the list and click on “Save”.

Note that you cannot assign a user to a reporting entity if their organisation
ID differs from the reporting entity's ID. The only exception to this rule is
when the organisation ID of the entity is left empty.
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3.1.6 View user entity access report
As a web user administrator, you can also see a summary of all users in your
organisation assigned to given entities. Figure 48 shows the steps needed to
perform a search in the user entity access report. You can search for different

combinations of data collection, entities and users.

CENTRAL BANK | EUROSYSTEN

@ Centralise 4 Submission Plat form (CASPER) 1 @B s
User Entity Access Report 3
A Adivesearch
© Qo USERNAME USERROLE DATA COLLECTIONS
SelectAl P o -)
ENTITY NAME ACCESS GROUP NAME
[

5 REPORTING CODE ¥ ENTITYNAME B  ACTIVE

(((((((
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ASTRAECB o2 Nty

ASTRAECE o2 EenTTYI0

ASTRAECE oc2 ENTITYI00

ACASPER_WEB_USER ADMIN ASTRAECE o2 eNTITvIO1

Figure 48: User entity access report

1. Click on the “User & Roles” tab.

2. In the left-hand pane, click on “User entity access report”.

3. Inthe “Active search” pane, insert the desired filters and press “Search”.

The user entity access report screen allows web user administrators to

check users and their assignment to entities.

As a web user administrator, you have access to the data collections to which

you are assigned. Within those data collections, you have access only to the



entities that have already been assigned to you. Web user administrators are

only authorised to see users in their own organisation.
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3.2Journey II: web data submitter

This journey describes the process for submitting files to CASPER. This is
performed by data submitters.

Web users such as commercial banks, universities and individual users who do
not belong to a specific organisation submit data over the internet. These users
are called web data submitters.

Web data submitters are responsible for submitting data for the data collections
to which they are assigned, and only on behalf of the reporting entities to which
they are assigned.

In this section, you will learn about all possible scenarios that might occur during
the data submission process. Please note that depending on your role you might
notice some differences in the CASPER interface as compared with the figures
in this chapter.

Web data submitters can only access a data collection to submit data if they
have been assigned to it by the user administrator for that collection (see

Section 3.1). They cannot assign themselves to a data collection.

Data submitters can access the list of reporting obligations and submit data for

the entity to which they are assigned.

Figure 49 shows an overview of the individual steps in this user journey.
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Figure 49: Overview of the data submitter journey

3.2.1 User role request, approval and assignment

User access to CASPER is granted in a two-stage process.

1. User role management

2. Data collection and assignment to reporting entities in CASPER

CASPER is integrated in the ECB Identity Portal, the access management
system for web users. If you have an account on the ECB Identity Portal, a
CASPER role can be assigned to you. To use CASPER as a web data submitter,



you need to request a WEB_DATA SUBMITTER role by contacting your
CASPER access administrator. If you do not know who your CASPER access
administrator is, please contact the ECB collection owner. For further information

on web role assignments, see Section 2.1.

You need an ECB Identity Portal account to access CASPER over the
internet. Once you have this, you can log in using the URL shown in Figure
50.

https://id.ecb.europa.eu/login/

EUROPEAN CENTRAL BANK EUROSYSTEM

C—

Log in to ECB applications

Reset passwor

Frequently Asked Questions

Figure 50: ECB Identity Portal login screen

33

Once the role has been assigned, you will be able to access CASPER.

3.2.2 Check notifications

CASPER generates natifications to inform users about established events in the

collection lifecycle. By default, data submitters receive notifications for
acceptance or rejection of submissions and other relevant events (the exact set
of notifications may differ, depending on the setup for the data collection
concerned). To view your natifications, log into CASPER and click on the mail
symbol in the upper right-hand corner of the screen (Figure 51). The number on
the notification icon shows new notifications that have not been read. Click on

the icon to go to the notifications screen.

EUROPEAN CENTRAL BANK  EUROSYSTEM

-
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Figure 51: CASPER landing page

The highlighted box shows the notifications icon. Click on the icon to open the

notifications screen.


https://id.ecb.europa.eu/login/

Figure 52 shows the notifications screen. The list on the screen displays all
available notifications for the CASPER roles and data collections assigned to

you.
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Figure 52: Notifications screen

Each entry in the list represents one notification and contains the information
shown in the table below.

1. Data collection to which the notification relates

2. Exact date and time of notification

3. Category of notification

4. Description of notification

5. Severity of notification
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There are three different kinds of notification severity in CASPER. A green

icon indicates that an action has been completed successfully and no further

action is required from the user. Amber indicates that the action has been

completed but with a warning. Red indicates that a fatal error has occurred

and requires user action.

Notifications are generated for specific CASPER events. There are several

events that could trigger a notification for a data submitter, as shown in Table 5

below.

Event type

Submission accepted and a reporting
obligation fulfilled

Description

A successful file submission has been
performed. Both the technical and
business validation processes have been
completed without any fatal errors. You
still need to check consult the result of
the business validation to check for non-
fatal errors and warnings.

Submission overdue

The deadline for a file submission has
already passed. Submit the file as soon
as possible.

Submission rejected (technical validation
failed)

A file submission has failed because the
technical validation process encountered
an error. You will need to correct the
error and resubmit, as the reporting
obligation has not been fulfilled.

Submission rejected (business validation
failed)

A file submission has failed because the
business rules evaluation process
encountered a fatal error. You will need
to correct the error and resubmit, as the
reporting obligation has not been fulfilled.

Reporting obligation created

A reporting obligation for your

organisation has been created. You can




Event type Description

submit data once the reporting cycle
starts.

Reporting cycle started

The reporting cycle for a reporting
obligation has started and you can now
submit data.

Reporting cycle closed

Once the reporting cycle has closed, you
will no longer be able to submit data. For
more information on reporting cycles and
data submission deadlines, see Section
3.2.5.

Attachment upload succeeded

Notification confirming successful upload
of an attachment to a submission.

RA template upload succeeded

Notification confirming the successful
upload of a reporting agent (RA)
template.

ECB or RA has added a comment to a
discussion

The ECB collection owner or a reporting
agent has added a comment to a
discussion in CASPER.

ECB has (un)accepted a discussion and
consequently the reporting obligation

The ECB collection owner has changed
the acceptance status of a discussion for
a specific reporting obligation.

Collection designer has added a new
discussion on Other Topic

The ECB collection owner has initiated a
new general discussion in CASPER.

Comment attachment upload/update
successful

An attachment has been uploaded or
updated for a specific discussion
comment.

File deletion successful/failed

A file was successfully deleted/failed
deletion in CASPER.

Discussion comment edited

A discussion comment has been edited.

“Further checks in progress” complete

Further checks have been completed for
the submission.

Completed submission returns to
“Further checks in progress” status

The submission is pending further
checks.
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Table 5: Data submitter notifications

3.2.3 View data collection information

As a data submitter, you can view detailed information about the data collection

assigned to you.
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Figure 53: Submission landing page

To do this, follow the steps shown in the table below.

1. Go to the submissions screen and select the data collection.

2. Click on “Actions” and then “View submission list”.

3. On the submission list screen, click on “Information”.

You can see the data collection information by clicking on “Information” on the

left-hand side of the screen (see Figure 54).
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By clicking on “Information”, a new pop-up screen is displayed with information
about your data collection, i.e. the data collection code, the name and a
description. You can also see an email address with the contact details of the

data collection owner, if provided.
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Information

Code Name

Description

Close

Figure 55: Submission List information pop-up

3.2.4 Event-based data collections

CASPER supports two types of data collection. Standard data collection is used
when the collection owner expects a reporting agent to submit data with a
predefined reference date. For a standard data collection, the reporting agent
needs to fulfil a reporting obligation by performing a valid submission before the
remittance date. By contrast, event-based data collection is used when the
collection owner expects the reporting agent to submit data based on the
occurrence of a certain event. In this case, the reference date of the submission
is not known in advance. For event-based data collections, the reporting agent
is expected to submit only if an event occurs. This is so that an obligation can be

considered fulfilled with zero or multiple submissions.



3.2.5 Check reporting obligations

CASPER reporting obligations require a reporting entity to submit a module file
for a given reference date. In a traditional data collection, a reporting obligation
is fulfilled if at least one completed submission complies with the reporting
obligation for your organisation. In an event-based data collection, a reporting
agent is supposed to submit only if a certain event occurs. This means that an
obligation can have zero or multiple submissions depending on the number of
events that have occurred. This section shows how to check reporting obligations

for standard and event-based data collections.

A collection owner is the person responsible for collecting data and
monitoring the submissions for a data collection.

As a data submitter, you can view the reporting obligations for your organisation
in data collections assigned to your user and submit data. To view the reporting
obligations for a collection assigned to you, click on “Submissions” in the top

menu bar, as shown in Figure 56.

1. The submissions screen opens. This displays a list of the data collections
assigned to you, including the code, the name and a description for each
one.

2. Select a data collection and click on “Actions”. A small pop-up box will
appear with four options: you can go to the submission list screen, the file
vault, the validation results or the discussion screen.

3. To view reporting obligations, click on “View submission list”. This will take
you to the submission list screen.
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The submission list screen displays all reporting obligations for a given
collection for which you can submit or have already submitted files. Note
that the submission list will not display information for files that have failed
a technical validation or business validation with a fatal error. To view all the
files you have submitted regardless of the final processing result, go to the

file vault screen, as described in Section 3.2.11.
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Figure 56: Submissions screen

For standard data collection, Figure 57 shows the submission list screen. A table
is displayed with all the reporting obligations that belong to this data collection

and your organisation.
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Figure 57: Submission list screen showing reporting obligations

The submission list screen and file vault screen are the main screens for
data submitters: they are therefore referred to frequently in the later sections

of this journey.

Table 6 gives an overview of all submission list attributes in the default view.

Attribute Explanation

Select all checkbox This checkbox selects all rows in the list.

# The column displays the total number of
resubmissions. For child entries on the
submission list screen, this field is blank.
If there is no submission, it shows “0”.

Cycle The reporting cycle is the time frame
within which submissions of a specific set
of modules for a given reporting
obligation are accepted by CASPER. In
the example above (Figure 57), the
reporting cycle is named “CYCLE1".
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Attribute

Reporting code

Explanation

The code which identifies the reporting
entity.

Module The code of the module as established
by the collection owner:

e ifitrequires signing, the
following icon will be displayed
next to the module name: ‘;

e if it requires encryption, the
following icon will be displayed
next to the module name: ﬂ .

Entity name The name of the reporting entity.

Reference date

The date to which the reported data
refer.

Obligation status

The obligation status (Table 8).

Reception date

The date when the system received the
file.

Remittance date

The due date for file submission.

Attachment

Indicates whether an attachment to the
submission has been uploaded. Possible
values:

S (ves)
(no).

Discussion

Describes the status of the discussion for
a particular submission.

If a discussion exists for that submission,
this attribute will be populated by an
orange chat icon. Otherwise, it will be left

empty.

Actions

The list of actions for the reporting
obligation.

Table 6: Submission List default attributes




In addition to the columns that are visible by default, you can add toggle columns

for the attributes shown in Table 7.

Attribute

Delay in days

Explanation

The number of days between:

e the remittance date and the date
of receipt of the first successful
submission;

¢ the remittance date and the
current date, if no submission
has been made.

Failed attempts

The number of failed attempts before a
successful submission.

Sequential number

The sequential number of the file (as
explained in Section 3.2.9.2).

Entity type The type of reporting entity, i.e. company,
group or person.

Entity group The name of the reporting entity group,
as established by the collection owner.

Entity country The country of the reporting entity (not

applicable).

Cycle status

The status of the reporting cycle.
Possible values:

e started;
e closed;

e restarted.

Module version

The version of the module.

Expected

Indicates whether the reporting obligation
is mandatory. Possible values:

e Y(yes)
e N (no).
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Attribute Explanation

Validation status

Status of the file after applying the
business validation rules. Depending on
the severity level of the highest rule
failed, the status may be:

e warning;
e error;
e fatal.

If all rules are passed, the status will be:
e valid.

If the business validation rules were not
executed, the status will be:

e NA.

Revalidation date

Timestamp of the revalidation. Blank if
the file has not been revalidated.

Number of errors

Number of validation rule failures that
occurred during the business validation
process with a severity level “error”.
Blank if no submission was received.

Number of warnings

Number of validation rule failures that
occurred during the business validation
process with a severity level “warning”.
Blank if no submission was received.

Export flag

Indicates that it has not been possible to
export the submission data to DISC for
technical reasons. Please contact a
system administrator for assistance.
Possible values:

e Y (data have not been
transferred);

e (blank).

Requires encryption

Indicates whether the module
submissions are to be encrypted by the
RA. Possible values:




Attribute Explanation
e Yes
e No

Requires signing Indicates whether the module

submissions are to be signed by the RA.
Possible values:

e Yes

e No

Table 7: Submission List additional attributes

Note that you might not be able to see files submitted in the past for reporting
cycles that are now closed. Collection owners can hide obsolete data in the
submission list.

On the upper right-hand side of the screen there are three blue buttons. Details

of their functions are provided below.

Export CSV: Use this button to export the list view in CSV format.

Zip upload: Use this button to submit multiple files in .zip format. For more
information on zip uploads, see Section 3.2.9.2.

Download files: Use this button to download the file(s) you have submitted.
First enable the button by selecting at least one item from the list, checking
the box at the beginning of a row. You can also select multiple items, in
which case all the files selected will be zipped and downloaded.

There are two ways of checking your upcoming reporting obligations. First, the

“Remittance date” column displays the due date for submissions for the reporting
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obligation concerned. Second, the “Status” column shows specific information
about the current status of the reporting obligation. If you hover your mouse

cursor over the icon, you will see the status details.

Table 8 shows the different types of reporting obligation status as displayed in

the submission list, with a description.

Obligation status Explanation

Not received — Delayed The remittance deadline for a file
submission has already expired. Submit
the file as soon as possible.

Not received — Not due yet The remittance deadline for a file
submission has not yet arrived.

Not received — Optional File not received. However, the
submission of a file for this reporting
obligation is not mandatory.

Received — Valid File received and both the technical and
business validations have been passed
without any errors or warnings.

Received — Warning File received. Technical validations have
passed but the business validations have
encountered at least one error of severity
level “warning”. Your submission has still
been accepted. You will need to contact
the collection owner to check if any
further action is necessary.

Received — Error File received. Technical validations have
passed but the business validations
encountered at least one error of severity
level “error”. Your submission has still
been accepted. You will need to contact
the collection owner to check if any
further action is necessary.

Received — Accepted The file has been received and has
passed both the technical and business




Obligation status Explanation

validations with errors or warnings. In
addition, the overall discussion on the
submission has been accepted.

This obligation status contains
submission with accepted discussions
which originally had one of these
obligation statuses:

e  Further Checks — Valid
e  Further Checks — Warning

e  Further Checks — Error

Revalidated — Valid

A submitted file has been revalidated by
the ECB collection owner and business
validations have been passed.

Note: If the submission file previously
had the “Further checks in progress”
status, you may see an additional
message from the collection owner when
you hover the mouse over the obligation
status after the file has been revalidated
(e.g. “Revalidated — Valid — Additional
tooltip message”).

Revalidated — Warning

A submitted file has been revalidated by
the ECB collection owner and the
business validations have encountered at
least one error of severity level “warning”.
The revalidation has still been accepted.
You will need to contact the collection
owner to check if any further action is
necessary.

Note: If the submission file previously
had the “Further checks in progress”
status, you may see an additional
message from the collection owner when
you hover the mouse over the obligation
status after the file has been revalidated
(e.g. “Revalidated — Warning — Additional
tooltip message”).
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Obligation status

Revalidated — Error

Explanation

A submitted file has been revalidated by
the ECB collection owner and the
business validations encountered at least
one error of severity level “error”. The
revalidation has still been accepted. You
will need to contact the collection owner
to check if any further action is
necessary.

Note: If the submission file previously
had the “Further checks in progress”
status, you may see an additional
message from the collection owner when
you hover the mouse over the obligation
status after the file has been revalidated
(e.g. “Revalidated — Error — Additional
tooltip message”).

Revalidated — Fatal

A submitted file has been revalidated by
the ECB collection owner and the
business validations encountered at least
one error of severity level “fatal”. In this
case, resubmission is expected.

Note: If the submission file previously
had the "Further checks in progress”
status, you may see an additional
message from the collection owner when
you hover the mouse over the obligation
status after the file has been revalidated
(e.g. “Revalidated — Fatal — Additional
tooltip message”).

Further checks — Accepted

The file has been received and has
passed both the technical and business
validations with errors or warnings. In
addition, the overall discussion on the
submission has been accepted.
However, the submission still needs
approval from the collection owner, who
may conduct additional checks/external
validations on the data.

This obligation status contains

submission with accepted discussions




Obligation status Explanation

which originally had one of these
obligation statuses:

e  Further checks — Valid
e  Further checks — Warning

e  Further checks — Error

The file has been received and has
successfully passed both the technical
and business validations without any
errors or warnings. However, final
approval is still required from the
collection owner, who may conduct
additional checks or external validations.

Further checks — Valid

File received. Technical validations have
been passed but the business validations
have encountered at least one error of
severity level “warning”. Further checks
by the collection owner are still in
progress.

Further checks — Warnings

File received. Technical validations have
been passed but the business validations
encountered at least one error of severity
level “error”. Further checks by the
collection owner are still in progress.

Further checks — Error

Table 8: Obligation status types

As a data submitter, by default you cannot revalidate a file submission

yourself.

Collection owners establish a reporting obligation as either mandatory or
optional. For mandatory obligations, the collection owner expects to receive a
file submission fulfilling the reporting obligation concerned before the remittance
deadline. However, optional reporting obligations grant the option to submit a file

for the reporting obligation.
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By definition, the submission file status for an optional reporting obligation
will not change to “Not received — Delayed”, even if the remittance date has

passed and no file has been submitted.

All optional obligations will automatically disappear from the Submission List
screen once the status of the respective reporting cycle is “Closed” (i.e. after
the end date of the cycle), even if you have already submitted file(s).

However, the files will remain visible on the File Vault screen.

For the same reporting obligation, you can submit multiple files called
resubmissions. The entries for multiple submissions are added as sub-entries to
the main reporting obligation entry. You always see the latest submission as the

main reporting obligation entry. If you would like to see all the submissions, click

on the small arrow in the “#° column to expan as shown in
pand ( h
Figure 58).
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Figure 58: Parent-child relationship for resubmissions



In the case of event-based data collections, the “Submission List” will be as
shown in Figure 59.
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Figure 59: Submission List for event-based data collections

The screen is divided into two parts. The top part displays the available events
for which you can submit your files, while the bottom part displays the list of
events for which you have already submitted files. Table 9 below provides an

overview of all the attributes in the default view.

Attribute Explanation

Cycle The reporting cycle is the time frame
within which submissions of a specific set
of modules for a given reporting
obligation are accepted by CASPER.

Reporting code The code identifying the reporting entity.

Module The code of the module as defined by

the collection owner.
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Explanation

Attribute
If it needs to be signed, the following icon
will appear next to the module name: ‘
If it requires encryption, the following icon
will appear next to the module name: ﬂ

Format The format of the module, i.e. Excel,
CSV or XML.

Entity name The name of the reporting entity.

Entity type The type of entity.

Actions Displays a list of actions for the event,

including:

e New event: perform a
submission for an available
event;

e Revalidate: trigger a revalidation
(only possible for internal
collection designers);

e Download template: download
the template of the reporting
obligation;

e View validation rules: visualise
the validation rules implemented
for the particular event.

Table 9: Submission list — Available Events table attributes for event-based data collections

In addition to the columns visible by default, you can add toggle columns for the

attributes as shown in Table 10.

Attribute

Explanation

Cycle start date Start date of the available event.




Attribute Explanation

Cycle end date

End date of the available event: after this
date, an event will no longer be
“available” and will disappear from this
list.

Entity group

Entity group of the reporting obligation.

Cycle status

This show the status of the cycle and can
be one of the following values:

e Closed:;

e In preparation;
e Restarted;

e Started.

Module version

The version of the module.

Export flag

The export flag indicates that submission
data could not be exported to DISC for
technical reasons. Please contact a
system administrator for assistance.
Possible values are:

e Y (data have not been
transferred);

o (blank).

Requires encryption

This attribute means that the module
submissions are to be encrypted by the
reporting agent. Possible values are:

e Yes;

e No.

Requires signing

This attribute appears if the module
submissions are to be signed by the
reporting agent. Possible values are:

e Yes;

¢ No.
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Table 10: Optional attributes for Submission list — Available Events table

The lower part of the screen in Figure 59: Submission List for event-based data
collections displays the list of submitted events. A detailed explanation of the

attributes that appear in the default view can be found in Table 11.

Attribute Explanation

Cycle The reporting cycle is the time frame
within which submissions of a specific set
of modules for a given reporting
obligation are accepted by CASPER. In
the example above (Figure 57), the
reporting cycle is named “DAILY”.

Reporting code Code identifying the reporting entity.

Module The code of the module as defined by
the collection owner.

If it needs to be signed, the following icon
will appear next to the module name: ‘

If it requires encryption, the following icon

will appear next to the module name:

Entity name The name of the reporting entity.

Event date The event date of the submission. This
information is filled in by the reporting
agent whenever an event-driven
submission is made.

Obligation status The status of the obligation, as shown in
Table 8.

Reception date The date on which the file was received.

Attachment This indicates whether an attachment to

the submission has been uploaded.
Possible values:




Attribute Explanation

e (yes);
e (no).

Discussion

Describes the status of the discussion for
a particular submission. If a discussion
exists for a particular submission, this
attribute will be populated by an orange
chat icon. Otherwise, it will be left empty.

Actions

The list of actions for a submission.

e Re-Submit Event: re-upload a
file for that specific event.

e  Download: download submitted
file.

¢ View Validation Results:
visualise any failing validation
rule.

e Download Template: download
the template of the reporting
obligation.

e Revalidate: run a revalidation on
the submitted file. This option is
only available for collection
owners.

e Upload attachment: upload an
attachment.

e Download Attachment:
download the last attachment
which was submitted.

e View Validation Rules: visualise
the validation rules implemented
for the specific event.

e Discuss: start a Discussion for
that submission.

Table 11: Submitted events list

In addition to the columns that are visible by default, you can add toggle columns

for the attributes, as shown in Table 12 belowTable 10: Optional attributes for Submission

list — Available Events table .

Attribute

Event comment

Explanation

Comment entered by the data submitter
during the submission process.

Failed attempts

The number of failed attempts before a
successful submission.

Sequential number

The sequential number of the file (as
explained in Section 3.2.9.2).

Entity type The type of reporting entity i.e. company,
group or person.

Entity group The name of the reporting entity group as
defined by the collection owner.

Entity country The country of the reporting entity.

This column is populated only if the access
restriction of the data collection is set to
“Country” (as described in Section 3.2.5).

Cycle status

The status of the reporting cycle. Possible
values are:

e started;
e closed;

e restarted.

Validation status

Status of the file after applying the business
validation rules. Depending on the severity
level of the validation rules, the status may
be:

e warning;
e error,;
o fatal.
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Attribute

Explanation
If all rules are passed, the status will be:
e valid.

If the business validation rules were
executed, the status will be:

NA: “Not applicable”.

Revalidation date

This is the timestamp of the revalidation,
which is blank if the file has not been
revalidated.

Number of errors

This shows the number of validation rule
failures that occurred during the business
validation process with the severity level
“error”. This field is blank if no submission
has been received.

Number of warnings

Shows the number of validation rule failures
that occurred during the business validation
process with the severity level “warning”.
This field is blank if no submission was
received.

Export flag

This indicates that submission data could
not be exported to DISC for technical
reasons. Please contact a system
administrator for assistance. Possible
values are:

e Y (data have not been
transferred);

e (blank).

Requires encryption

This attribute means that the module
submissions are to be encrypted by the
reporting agent. Possible values are:

e Yes;

¢ No.

Requires signing

This shows whether the module
submissions are to be signed by the
reporting agent. Possible values are:
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Attribute Explanation
(] Yes;
e No.

Table 12: Submitted events list additional attributes

3.2.6 Download reporting template

A file submitted to CASPER will only be accepted if it is based on the reporting
template for the reporting obligation in question. The reporting template is a file
configured by the collection owner that has to be completed by the data
submitters and uploaded to CASPER. It has the requisite format and structure,
and it contains either dummy data or no data at all. Please note that the collection

owner might not provide the template.

For detailed instructions on how to complete a reporting template, see
Section 3.2.8.

If the reporting template is supplied by the collection owner, data submitters can
download it from the submission list — the same view used to monitor reporting
obligations and perform submissions. Figure 60 and Figure 61 show how to
download a reporting template.
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Figure 60: Submissions screen for downloading a reporting template
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Figure 61: Downloading a reporting template

The steps shown in the table below should be followed.

1. Go to the submissions screen and select the data collection for which you
would like to download the reporting template.

2. Click on “Actions” and then “View submission list”.

3. On the submission list screen, select a reporting obligation.

4. Click on “Actions” and then “Download template”.
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3.2.7 Check business validation rules
One of CASPER’s key features is that it validates the data submitted.

configured by the collection owner, the platform will validate uploaded files
against all validation rules applicable to the reporting obligation. It is important
for data submitters to understand the validation rules against which their data
will be checked. CASPER therefore enables these rules to be viewed before data
submission.

On the “Submission List” screen, select the reporting obligation (or the available
event in the case of event-based data collection) for which you would like to
check the validation rules, then click “Actions” and select “View Validation Rules”,
as shown in Figure 62 below.
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Download Template

View Validation Rules

Figure 62: Validation rules navigation

The system redirects you to the validation rules screen. Figure 63 shows the
different areas of the screen. The highlighted box displays key attributes for the
reporting obligation. The list shows all the validation rules applicable to the
submission concerned. Table 13 describes the attributes of the validation rules.
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Figure 63: Validation rules screen

Attribute

Rule ID

Explanation

The unique ID of the validation rule.

Formula left side

The left-hand side of the formula,
evaluated after the submission.

Operator

The comparison operator that compares
the content of the left-hand side of the
formula with the right-hand side.

Formula right side

The right-hand side of the formula,
evaluated after submission.

Interval

The range for value deviation. This is a
positive integer.

Interval as %

Indicates whether the interval is a
percentage or an absolute value.
Possible values:

e Y(yes)
e N (no).
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Attribute Explanation

Error message

The error message if validation fails. The
message may include the specific failed
observation value.

Severity

The severity of the error. There are three
levels of severity:

e warning;
e error;

o fatal.

Description

A detailed description of the validation
rule.

External rule

Possible values:

e Y (yes) if the rule is external and
therefore not executed in
CASPER;

e N (no) if the rule is internal.

Actions

The list of actions you can perform for
every file. Only one option is available:

e view the definition of the
validation rule.

Table 13: Validation rule attributes

Note that the fields “Description” and “External rule” are not shown by default but

can be activated via toggle column selection.

You can view the definition of the validation rules. Select the rule and click on

“Actions” and then “View”. This opens a read-only pop-up window which shows

important information about the definition of the rule, as described in Table 13.

Figure 64 shows the pop-up window.



cases, templates include instructions on how and where to fill them in. If you

View Validation Rule

require further information, please contact the collection owner.

A Basic Detalls

Rule ID* Description

Mol code Some key points to help you in this process are shown below.

Interval

ot Do not make changes to the structure of the template provided, such as
adding or removing worksheets. Do not change worksheet names.

A Formula

———— — Formula g Do not alter the existing password protection, such as adding or removing the
g ‘ protection for the workbook or single worksheets.

e ettt Do not change the formatting of the template, such as changing the data type
- or number of decimal places (number type only) for cells that are being
reported (observation cells).

Do not change the content of any cells other than observation cells, i.e. the
Figure 64: Validation rule pop-up window cells for which data are required. Some templates contain Excel formulas to
calculate certain cell values. Do not change any formulas.

Business validation rules follow the proprietary CASPER validation rule Read the column headers as well. They explain what type of data are required

syntax, combining functions, operators and data points for data validation. for the observation cells.

Collection owners might therefore need to provide further instructions to

data submitters to inform them precisely how the data will be validated.
Figure 65 shows a sample reporting template with observation cells. The actual

template may differ in terms of layout, column headers and completion

3.2.8 Template completion rules _ _
instructions.

An essential step in the data collection process is to complete the reporting
template by entering the relevant data according to the completion rules set by
the collection owner. Mistakes during the data preparation process, or changes
to the reporting template, could lead to unexpected validation results or even the
rejection of the submission. Once you have downloaded a reporting template, it

is important to understand the rules on how and where to enter the data. In some
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Figure 65: Sample reporting template

Figure 66 shows the template with data completed for the first three rows

use a similar approach to complete the rest of the data.

. Please

Wiiter Impor.. Writer Impor._.  Writer Impor = B X
Fomatas Wider Impor..  Wrter Impor.. Wiiter Impor.

B [3 [ 3 F [3 H

ECB-CONFIDENTIAL

@]

For fill-in instructions
please get in touch with the template owner SUROREAN CIRTRAL AR

Reference date Legal Entity Identifier | Institution residence country | Collateral Type

(DD/MMIYYYY) (2-digit ISO code) (dropdown list)

26/01/2019 1234567890 5 10 5ample Text
26/01/2019 9876545212 66 XYZ 2600 11 Sample Text
27/01/2019 6549873210 77,450 2700 13 Sample Text

Figure 66: Sample reporting template with completed data
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3.2.9 Submitting files in CASPER

CASPER provides two different ways of submitting files. You can upload either
a single file (zipped or unzipped) for a specific reporting obligation, or a zip file
containing one or more files. The second option is very useful when you have
multiple reporting obligations and is only available for standard data collections

(which are not event-based).

In addition, you can upload several explanatory documents as attachments to

each submission. See Section 3.2.9.5 for more information on attachments.
There are specific rules on file names and extensions that must be followed:

o the file extensions accepted are: xIsx, xlsm, xlIsb, csv, txt, xml, xsd, zip,
gz, pdf, docx, mat and msg;

e the characters permitted in the file name are: A-Z, a-z, 0-9, +, -, ~, $, &,
# @, (), [. ] { } and space;

¢ the file name cannot have more than one full stop symbol (“.”).

3.2.9.1 Single file upload
Figure 67 shows the single file upload process for non-event-based data

collections. Follow the steps below to upload the file.

1. Go to the submission list screen, select the reporting obligation for which
you would like to submit a file and click on “Actions”. A small box pops up
containing eight options (as shown in Table 14).

2. To upload a single file, click on the first option: “Upload file”.




Available actions Explanation

Upload File

Upload a single file for this specific
reporting obligation.

Download File

Download the file submitted.

View Validation Results

View the validation results for the
specific file submission.

Revalidate

Trigger a revalidation on a submitted
file. This option is available for
collection owners only.

Download Template

Download the reporting template you
want to complete and submit.

Upload Attachment Available only if the submission is
successful.
View Attachments Available only if an attachment has

been uploaded.

View Validation Rules

View the business validation rules
applicable for this reporting
obligation.

Discuss

Redirect to the Discussion Board and
view the existing Discussions.

Table 14: Available reporting obligation actions
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Figure 67: Single file submission process

The system shows a file upload pop-up window with information about the
reporting obligation. Please make sure that the file you are submitting belongs
to this reporting obligation. The file can be submitted in either uncompressed or
compressed form if the zip folder only contains the file itself. Follow the steps to

complete the file upload process as shown in Figure 68.

File Upload
MODULE REPORTING CYCLE REFERENCE DATE REPORTING CODE ENTITY NAME ENTITY TYPE
MYMODULE3 REPCYC 02/04/2020 ENT? Entity 1 Group
File* Browse Flle 1

Filled in template.xlsx 2 [] Testing Purpose 3

=

Figure 68: File Upload pop-up window



1. Click on the “Browse” button to select the file. The system redirects you to the file vault screen, where you can see all the files

you have submitted, along with their processing status. For more information on

2. Once you have selected the file, you will also see the file name. the file vault. see Section 3.2.11.

3. Only check this tick box if you would like to upload a file for testing purposes.
For more details on the test submission process, see Section 3.2.13 The workflow is very similar for event-based data collections. At any time, a data

4. Click on the “Upload” button to upload the file. The system shows the submitter can perform an event-driven ad hoc submission for an available event

progress of the upload until it is complete. (i.e. areporting obligation that has not yet reached the end date) by following the

: ) . . . _ rocedure explained in Figure 70.
5. The system displays confirmation that it has received the file and started P P 9

the validation process. Click on “Link to file vault” to view the file processing
status, as shown in Figure 69.

Submission List

Available Events 2

e e [refresn | T IS [(Rectview |

= REPORTING CODE = MODULE = FoRMAT = ENTITY NAME = ENTITY TYRE = ACTIONS

File Upload

v v v v v v

i

FRABCDEFGHO123456789 EVENTI Excel Test Bank 3 Group

@ validation of the file has started. Please check the File Vault screen for the processing status and
validation results.

MINEIROCODE EVENTI excel Mineiro's Cooperative Bank Group

Link to File Vault 5

File* Browse File

Filled in template.xlsx [C] Testing Purpose

Figure 70: Event Driven submission

1. Go to the “Submission List” screen and select the available event for which
you would like to perform a submission by clicking on the corresponding
radio button.

Figure 69: File upload confirmation screen

2. Once the event is selected, the user will be able to choose the file to be

submitted by clicking on the “New Event” button.
CASPER allows a maximum size of 100 MB per file for each upload.
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You can also trigger a submission by right clicking on the available event and
selecting “New Event”. This will bring up the pop-up shown in Figure 71. The

user will be able to select the submission file by clicking the “Browse File” button.

The user will need to enter the event date of the submission. The submitter can

also include a comment using the field “Event Comment”.

Submit Event

MODULE REPORTING CYCLE FORMAT REPORTING CODE ENTITY NAME ENTITY TYPE

DEABCDEFGH0123456789 Test Bank 1 Group

EVENT1 TEST Excel

Event Date* Event Comment

[E

Close

Figure 71: “Submit Event” pop-up

Note that the event date of the submission must fall within the reporting cycle.

3.2.9.2 Zip file upload

The second option for uploading files is a zip file bulk upload. This is a convenient
option when you would like to upload more than one file at once. The files may
relate to several reporting obligations. To upload a zip file, first find the “Zip
Upload” button on the submission list screen (Figure 72). By clicking on it, you

will see a pop-up box for a zip file upload, as shown in Figure 73.
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Figure 72: Zip file submission process

Click on the “Browse” button and select the zip file. When you select the file, you
will see the file name displayed in the pop-up box, as shown in Figure 73. Check

the file name to ensure it follows the naming convention.

Unlike a single file upload, all Excel files in a zip file need to follow a specific
file naming convention, otherwise the system will not be able to link the files
to the corresponding reporting obligation. The format for the naming

convention is:

FileType_DataCollection_ReportingCycle_Module_ReportingEntity_Refere
nceDate_SequentialNo_EntityType

The attributes used in the naming convention are explained in Table 15.



Zip File Upload

t-casper.esch.eu.zip

Figure 73: Zip file upload pop-up window

CASPER allows a maximum of 100 MB per file for every upload. If you are
using the zip upload functionality, make sure that the total size of the zip file
does not exceed 100 MB.

As a data submitter, you have the option of submitting multiple files for a
given reporting obligation. This process is called “resubmission”.
Resubmissions can be distinguished by their sequential nhumber, which
needs to be set for files uploaded in a zip file. The first file you submit will
have the sequential number 1. All subsequent files for that reporting
obligation require a higher number in order to be accepted by CASPER.

Table 15 explains the attributes used in the naming convention.
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Attribute

File type

Explanation

General type of the file being submitted.
In CASPER release 1.2 the only possible
values are:

e  “C”for an actual submission;

e “TC” for a test submission.

Data collection

The code for the data collection; found
on the left-hand side below the top
navigation bar when a collection is
selected.

Reporting cycle

The name of the reporting cycle; found in
the “cycle” column in the submission list
view.

Module

The code for the module; found in the
“module” column in the submission list
view.

Reporting entity

The abbreviation of the reporting entity,
also known as the reporting code; found
in the “reporting code” column in the
submission list view.

Reference date

The reference date; found in the
“reference date” column in the
submission list view. Please note that for
zip uploads the reference date needs to
follow the pattern YYYYMMDD.

Sequential number

When uploading files using a zip file it is
important that you provide the correct
sequential number in the file name. This
must be higher than the sequential
number of the last file
submitted/resubmitted for that specific
reporting obligation. The maximum
sequential number value supported by
CASPER is 99. The value can be found
in the “sequential number” toggle column
in the submission list view.




Attribute Explanation

The type of reporting entity, e.g.
company (solo), group (consolidated) or
person. The entity type can be found in
the “entity type” toggle column in the
submission list view. Use abbreviations
such as:

Entity type (optional)

e CO (company);
e GR(group);
e PE (person);

as required.

Table 15: Naming convention attributes

Each file in the zip file needs to follow the naming convention format. The

zip file itself does not need to follow the naming convention format.

Once you submit the file, you will see confirmation that the validation process for
the files has started. Click on “Link to file vault” to check the status of your

submission.

55

3.2.9.3 Encrypted and signed files
To ensure the confidentiality and integrity of submitted data, CASPER supports
encrypted and/or signed modules. These particular modules only accept

encrypted and/or signed submissions and can be easily identified by the

encryption icon ( = ) and the signed icon (*) in the submission list screen next
to the module name, as shown in Figure 74. For further information and a step-
by-step guide on how to encrypt or sign a file, please contact the CASPER

Control Team.

Submission List

mber of Entries found: 38
Mumber of Entries found: 38 g2

REPORTING 1 az
CODE

MODULE T2° = ENTITY NAME = REFERENCE DATE =

# CYCLE

A\ T Y CSVENC T T © 0D/ MM Y Y
0O v 13 123 CSVENC @ Central Bank of Cy_. 01/09/2022
O v s 123 CSVENCSIGN i ¥ Central Bank of Cy... 01/09/2022

Figure 74: Encrypted and signed modules in submission list view

3.2.9.4 Upload limits

CASPER has different file size limits depending on the file reception method and
the module setup. The bulk upload described in Section 3.2.9.2 has a maximum
file size of 100 MB (this refers to the total size of the zip folder, irrespective of
the original size of the files included). The maximum file size for the individual
file upload (described in Section 3.2.9.1) depends on the setup that the collection

owner has put in place.



If you submit an unzipped file which is rejected because of the size limit, you can

zip it to reduce its size and submit it again.

Maximum Maximum individual Maximum
raw/uncompressed file upload size zip file bulk
S (uncompressed or ;
file size - upload size
Zipped)
Ul or API Ul or API Ul only
Up to 100 MB Up to 100 MB
Up to 100 MB Up to 100 MB
Up to
Up to 650 MB Up to 500 MB 100 MB
Up to 2560 MB Up to 1024 MB
Up to 1024 MB Up to 1024 MB

Table 16: Upload limits

3.2.9.5 Add attachments to a submission

CASPER allows you to upload attachments for each file successfully submitted.
Currently, up to 10 attachments can be uploaded for each submission.
Attachments may be added to a submission to provide the collection owner with

further details, or an explanation of the data submitted.

There are specific rules on the file name and extension that must be followed:

o Accepted file extensions are as follows: xlIsx, xlsm, xlIsb, csv, txt, xml,
xsd, zip, gz, pdf, docx, mat, msg.

e The characters permitted in the file are A-Z, a-z, 0-9, +, -, ~, $, &, #, @,
() [ 1 { } and space.

“ 9

e The file name cannot have more than one dot (“.”).
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You can upload up to ten attachments per submission. Once
uploaded, attachments cannot be removed. To update an existing
attachment, re-upload a new attachment with the same name as the

existing one.

Figure 75 shows how to start the attachment upload process. Follow the steps

below to upload the file.

1. Go to the submission list screen, select the reporting obligation for which
you would like to submit an attachment and click on “Actions”. A small box
with the available options will appear.

2. To upload an attachment, click on “Upload attachment”.
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Figure 75: Attachment upload process

The system shows a file upload pop-up window. This displays the details of the
reporting obligation concerned. Please make sure that the file you are submitting
relates to this reporting obligation. Follow the steps to complete the file upload

process as shown in Figure 76.



Attachment Upload

MODULE REPORTING CYCLE REFERENCE DATE REPORTING CODE ENTITY NAME  ENTITY TYPE SEQ. NO.

MYMODULE3 REPCYC 02/04/2020 ENT1 Entity 1 Group 2

Attachment* Browse File 1

Explanatory document.xt = 2

Figure 76: Attachment Upload pop-up window

1. Click on the “Browse” button to select the file.

2. Once you have selected the file, its name is displayed.

3. Click on the “Upload” button to upload the file. The system shows the
progress of the file upload until it is completed.

4. The system displays confirmation that the file has been received and will
be displayed in the submission list (Figure 77), from where the collection
owner can download it.

5. It is possible to update an existing attachment by clicking on “Update
attachment” in the “Actions” menu of the submission list.
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Attachment Upload

I @ The upload of the attachment was successful and will be displayed in the submission list shortly.

MODULE REPORTING CYCLE REFERENCE DATE REPORTING CODE  ENTITY NAME  ENTITY TYPE SEQ. NO.

MYMODULE3  REPCYC 02/04/2020 ENT1 Entity 1 Group 2

Attachment*

Explanatory document.txt

Figure 77: Attachment upload confirmation screen

CASPER allows a maximum size of 25 MB per file for each attachment.

You can identify submissions with attachments from the value in the
“Attachment” column in the submission list (Table 6) and in the file vault (Table
17).

3.2.9.6 Update an attachment to a submission
You can upload a maximum of 10 attachments per submission. Once uploaded,
attachments cannot be removed, although they can be updated. To replace an
existing attachment, upload a new attachment with the same name as the one
you wish to replace. A warning message, as shown in
Figure 78, will prompt you to confirm the replacement. Upon confirmation, the

attachment will have been updated successfully.
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Figure 79: View Attachments

Figure 78: Warning message for Attachment update View Attachments

w Reporting Obligation

3.2.9.7 View and download attachments to a submission i N S SN
To download attachments to a submission, select the submission, click on ‘::‘“: x’:’“’“ - :
actions, and then click on “View Attachments”, as shown in Figure 79. From the |

View Attachments screen, you have two options to download the attachments,

as shown in Figure 80: either click “Download All” to download every attachment

related to this submission or select the action item next to a specific attachment
to download only that file.

Figure 80: View Attachments screen
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3.2.10 Processing files in CASPER

As a data submitter, you have to submit data files and check that the submission
has been successful. To ensure that your data submissions are successful, you
need to understand how the CASPER file processing procedure works. This
section explains how CASPER processes files, the individual steps in this

process and the corresponding statuses in the file vault, and what they mean.

Once you submit a file to CASPER, the system starts the validation process and
checks that the file meets all the requirements for acceptance and processing.
Figure 81 provides an overview of file processing in CASPER, showing the

various steps and final statuses.

User submits file to CASPER

!

Perform Technical
Validations
T
passed

failed —>@® File Rejected

processing
cancelled

by user 1}@ Cancelled

Rejected

Perform Business
Validations fatal error ®

i Key

Final processing status
Completed
System activity

Figure 81: File processing: steps and final statuses
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The table below explains the individual steps in the CASPER file processing

procedure.

1. When you submit the file to CASPER, the technical validation process is
started. Among other things, it checks that the file extension is valid, that
the file size is within the set limits and that the file is not corrupt.

2. If technical validation fails, the system rejects the file and updates the
processing status to “File rejected”. For information on how to access the
technical validation results, see Section 3.2.12.

3. If you cancel the file processing while it is underway, the system updates
the processing status to “Cancelled”.

4. If technical validation is passed, the system starts the business validations.
If a fatal error occurs during this process, the system rejects the file and
updates the processing status to “Rejected”. For information on how to
access business validation results returning a fatal error, see Section
3.2.12.

5. If the business validation process is completed successfully, the system
updates the processing status to “Completed”. For information on how to
navigate to the submission list page to retrieve validation results, see
Section 3.2.12.

6. In case of a module designed with an additional layer of “Further checks”,
the ECB collection owner must manually approve these checks after the
business validations are complete. During this process, the submission’s
obligation status will be marked as “Further check in progress”,
accompanied by the results of the business validations and, optionally, a
message from the collection owner.

Once the ECB collection owner finalises the further checks, the “Further
check in progress” status will be replaced with the final status.




3.2.11 Check file vault

In the file vault you will find all files you have submitted for your reporting

obligations, irrespective of their processing status.

Please note that you may not be able to see files submitted in the past for a
reporting cycle that is now closed. The collection designer can hide obsolete

data in the file vault.

There is more than one way to navigate to the file vault screen. On the
submission list screen, you will see a highlighted panel on the left-hand side.
Click on “File vault” to access it. Alternatively, the file vault can be accessed by
clicking on “Link to file vault” when processing a submitted file (see Section

3.2.9). Figure 82: File vault screen

below shows the file vault screen.

entralised Submission Platform (CASPER Rimiwiace DN
1 S T —
TESTIL File Vault

::::::

Figure 82: File vault screen
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The file vault displays all files submitted by your organisation, even if the file
status is “Rejected”, the obligation is optional, or the cycle is now closed. In
the submission list, however, you will not see entries for file submissions
with the status “Rejected” that are no longer being processed, or entries
relating to optional reporting for which the cycle is closed. This is the main

difference between the two screens.

Table 17 provides an overview of all file vault list attributes in the default view.

Attribute Explanation
Select all checkbox This checkbox selects all rows in the list.
File name The name of the file using the CASPER

naming convention. If you upload a
single file via the submission list where
no file naming convention is required, the
system generates this name
automatically.

Module The code of the module as established
by the collection owner.

Reporting code The code which identifies the reporting
entity.

Entity type The type of reporting entity, i.e. group,
company or person.

Entity name The name of the reporting entity.

Reference date The date to which the reported data

refer. The field is empty for event-based
data collections.

Remittance date The due date for file submission. This
column will not be shown for event-based
data collections.




Attribute Explanation

Reception date The date on which the system received
the file.

Orig./parent filename For a single file upload, this shows the
filename as per the naming convention.
For a zip file upload, it shows the name

of the zip file.

Processing status The processing status of the file (see

Figure 81).

File status after the business validation
rules have been processed. Depending
on the highest severity level of all the
rules failed, the status may be:

Validation status

* Warning
* Error
* Fatal

If all rules have been passed, the status
is:

* Valid

If no business validation rules have been
executed, the status is:

* NA

Actions The list of actions you can perform for
every file:

e download submitted file (see
Section 3.2.17);

e view validation results for file;

e cancel submission.

Table 17: File vault list default attributes

In addition to the columns that are visible by default, you can add toggle columns
for the attributes shown in Table 18.
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Attribute

Email address

Explanation

The email address of the data submitter.

Module version

The version number of the module used
in the reporting obligation.

Username

CASPER username of the data
submitter.

Transmission channel

U2A (user to application) if the file has
been manually uploaded via the Ul.

File size (KB)

File size in kilobytes.

Test file

Indicates whether a file has been
uploaded using the testing functionality
(as explained in Section 3.2.9.1).
Possible values:

e Y(yes);
e N (no).

Sequential number

The sequential number of the file (as
explained in Section 3.2.9.2).

Revalidation date

Timestamp of the revalidation. Blank if
the file has not been revalidated.

Processing start time

Timestamp indicating when CASPER
launched the processing of the file.

Processing end time

Timestamp indicating when CASPER
ended the processing of the file.

Event comment

This shows any comment for the event.
This column will not be shown for non-
event-based data collections.

Event identifier

This is the identifier of the event. This
column will not be shown for non-event-
based data collections.




Table 18: File vault list — additional attributes

In the file vault screen, you can see the status of a file submission in the
“Processing status” column. The file submission process has intermediate
statuses as well, which change throughout the course of the submission process.

Table 19 below explains these statuses.

File processing status Explanation

File received CASPER has saved the file.

The file has been selected for technical
validations.

File in process

File rejected Technical validation failed.

File processed Technical validation passed.

Pending business validation Pending execution of business validation.

Performing business validations Displayed when business validations are

running.

Rejected Business validation failed as the file
failed a validation rule with a severity
level of “fatal”.

Completed File successfully processed.

The execution of business revalidation is
pending.

Pending business revalidation

Performing business revalidations Displayed when business revalidations

are running.

Pending external validation Waiting for answers from an external
business validation (i.e. not performed by

CASPER).

Pending external revalidation Waiting for answers from an external
business revalidation (i.e. not performed

by CASPER).
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File processing status Explanation

Request cancel The user has made a request to cancel

the action.

To be cancelled The system has started working on a

cancel action request.

Cancelled The RA has decided to cancel.

Discarded Deleted by the system.

Table 19: File processing statuses

3.2.12 Checking technical and business validation results

CASPER enables you to view validation results on the validation results screen

so that you can check any errors in your submissions.

The system validates data submitted against the business validation rules for
your collection and identifies all failed validation rules, including those relating to
the values calculated. This helps you identify which data points have caused the
failure (Figure 85).

Once you are on the submission list screen, select the reporting obligation for
which you would like to check the validation results, click on “Actions” and select

“View validation results”, as shown in Figure 83.
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Figure 83: Navigating to validation results

You can also access technical and business validation results from the file vault

screen.

Depending on the type of validation failed, the system redirects you either to the
technical validation results screen or the business validation results screen.
Figure 84 shows the technical validation results screen. The error message for
the technical validation is highlighted in the yellow box. You can download the
full list of technical validation results in CSV format by clicking on the download

button in the pop-up window.
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Figure 84: Technical validation results screen

Figure 85 highlights different areas of the screen. The highlighted box shows the
key attributes for the reporting obligation. In the grid list, you can see all the
validation rules which have failed using the data submitted. Table 20 gives an

overview of all validation result list attributes in the default view.
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Figure 85: Business validation results screen



. - _ - In addition, you can add toggle columns for the attributes shown in Table 21.
The business validation results screen does not display the validation rules

that have passed, only those that have failed. By contrast, the validation

rules screen (described in Section 3.2.7) displays all validation rules Attribute Explanation

applicable to a submission. Difference The difference between the right-hand
and left-hand side values.

Difference % Indicates whether the difference is a
Attribute Explanation percentage or an absolute value.
Possible values:
Rule ID The unique ID of the validation rule.
e Y(yes);
Error severity The severity of an error. There are three « N(no)
levels of error severity: '
e warning; Interval The_ range for value deviation. This is a
positive integer.
e error;
Interval as % Indicates whether the interval is a
o fatal percentage or an absolute value.
. Possible values:
Formula The formula for the rule. This is the
criterion to be verified when a validation e Y (yes);
rule is executed.
e N (no).
Formula left value The actual value on the left-hand side, - - -
evaluated based on the formula. External rule Indicates whether the failed rule is
external, i.e. not performed by CASPER.
Operator The comparison operator that compares Possible values:
the content of the left-hand side of the .
. . . e Y (yes);
formula with the right-hand side.
e N (no).
Formula right value The actual value on the right-hand side,
evaluated based on the formula. Table 21: Validation results screen attributes
Error message The error message if the validation rule ) o ) S o )
fails. The message may also include the You can view the definition of every failed validation rule by clicking on “Actions”

specific failed observation value. and then “View”. This opens a read-only pop-up window and shows key

Actions The list of actions you can perform for attributes of the validation rule, the evaluation results with the actual values of
each file. Only one option is available:

) o ) the left-hand and right-hand side of the formula as well as a separate section
e view the definition of the failed

validation rule. with the actual formula. Figure 86 shows the pop-up window.

Table 20: Validation results screen attributes
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Figure 86: Validation results pop-up window

3.2.13 Discussing failed validations
CASPER runs business validation rules to verify the data quality of a submission.
For each failed validation, an error message is displayed along with the

corresponding validation rule.

If a failed validation requires clarification or additional documents to be resolved,
you can use the discussion functionality. This enables data submitters and
collection owners to discuss failed business validations and exchange related

documentation so they can settle the issue and fulfil the reporting obligation.

65

Rimis

P N T

Figure 87: Navigating to the discussions screen

1. Click on the Submissions menu at the top of the secondary navigation
pane.

2. The submissions screen displays the list of data collections assigned to
you. Select a data collection and click on its “Actions” button. A small pop-
up box with five options appears:

e View submission list;

e View file vault (see Section 3.2.11);

e View validation results (see Section 3.2.12);
e View discussions (see Section 3.2.13);

e View reports (see Section 3.2.14).

3. Click on the “View discussions” option to go to the discussions screen
shown in Figure 88.
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Figure 88: Discussions screen

The discussions screen will show all your reporting obligations for which at least

one validation rule has failed with a severity level of “error” or “warning”.

For resubmissions, only the most recent submission (with the highest

sequential number) is displayed on the discussions screen.

Table 22 provides an overview of the attributes displayed in the default view.

Attribute Explanation

Cycle The name of the reporting cycle, as
explained in Table 6.

Module The code of the module, as defined by

the collection owner.

Reporting code

The code identifying the reporting entity.

Entity name

The name of the reporting entity.

Reference date

The date to which the reported data refer.
It will display the event date for event-
based data collections.

Remittance date

The due date for file submission. This
column will not be shown for event-based
data collections.

Obligation status

The current status of the obligation (Table
8).
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Attribute Explanation

Pending ECB input

Indicates that the collection owner's input
on one or more discussion topics is
pending. A data submitter has added the
latest comment and the discussion does
not have “accepted” status. Possible
values:

& input pending;

no input required.

Pending RA input

Indicates that your input on one or more
discussion topics is required. The
collection owner has added the latest
comment and the discussion does not
have “accepted” status. Possible values:

&  input pending;

no input required.

Accepted (all topics)

Indicates whether the discussion has
been concluded by the collection owner.
Possible values:

e Y (yes) — the collection owner
has accepted the data
submitter's comments;

¢ N (no) — the discussion is
ongoing.

Actions

e Discuss

e View Submission List

Table 22: Discussion screen default columns

In addition to the columns that are visible by default, you can add toggle columns

for the attributes shown in Table 23 below.




Attribute Explanation

Entity type The type of reporting entity (i.e.
company, group or person).
Entity group The name of the reporting entity group,

as established by the collection owner.

Number of failed validation rules with a
severity level of “error” that have
occurred during the business validation
process.

Number of errors

Number of failed validation rules with a
severity level of “warning” that have
occurred during the business validation
process.

Number of warnings

The identifier of the event. This column
will not be shown for non-event-based
data collections.

Event identifier

Event comment Comments made in relation to the event.
This column will not be shown for non-

event-based data collections.

Table 23: Discussion screen additional columns

For each validation error, you can check the validation result for the data
submitted and the validation rule to determine the root cause (see Section
3.2.12). If you have checked everything and conclude that the data submitted
are correct and you would therefore like to receive clarification about the result,
you can begin a discussion with the collection owner by following the steps

below. Note that the collection owner may also initiate a discussion.
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Discussions

Figure 89: Navigating to the discussion board screen

1. On the discussions screen, select the reporting obligation containing the
error you would like to discuss and click on its “Actions” icon. A small pop-
up box with two options will appear:

e Discuss;

e View Submission List.

2. Click on the “Discuss” option to navigate to the discussion board screen
shown in Figure 90.

Discussion Board

A Repring Ctagavon
Evany Hame Reporting Code. oy Geoup St Ce

Modhe Code Refarence Dote

A Dacussion Topics

=

"9 0 9 0

Figure 90: Reporting obligation panel and discussion topics panel

Initially, the discussion board screen consists of two expandable panels. The
reporting obligation panel at the top contains the obligation details and

information about the overall acceptance of the discussion.



Attribute Explanation

Entity name

The name of the reporting entity.

Reporting code

The code which identifies the reporting
entity.

Entity group The name of the reporting entity group,
as established by the collection owner.

Status The obligation status (Table 8).

Cycle The name of the reporting cycle.

Module code The code of the module, as established

by the collection owner.

Reference date

The date to which the reported data
refer.

Acceptance comment

The collection owner's comment on
acceptance of the discussion (maximum
length: 250 characters). Mandatory if the
“accepted” field is set to “Yes”.

Accepted

Indicates whether the discussion has
been concluded by the collection owner.
Possible values:

e Y (yes) — the collection owner
has accepted the data
submitter's comments;

e N (no) — the discussion is

ongoing.

Table 24: Reporting obligation panel attributes

The discussion topics panel shows the validation rules for the obligation that has

failed and their status (“Topic Status”) (see Table 25).

Attribute

Rule ID

Explanation

The unique ID of the validation rule.
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Attribute

Error message

Explanation

The error message, as established by
the collection owner.

Formula

The formula for the rule. This is the
criterion that is verified when a validation
rule is executed.

Error severity

The severity of the error. As fatal errors
are not displayed, there are two possible
values:

e warning;

J error.

Topic status

The status of the individual validation rule
discussion. Possible values:

g “new” (initial status when a
validation has failed);

“ongoing” (when a comment has
been added OR the same
validation failed in a previous
submission AND the collection
owner has not yet changed the
status to “accepted”);

@ “accepted” (when the collection
owner has changed the status
to “accepted”);

u‘ “resolved” (when failed
validation results have been
resolved in a subsequent
resubmission).

Note that the default filter settings for this
column exclude discussion topics with
“resolved” status. Change the filter to
view resolved topics as well.

Last submission failure count

This value indicates the number of times
the validation rule failed during the most
recent submission or revalidation of the
last submission.




Attribute Explanation

Pending ECB input

Indicates that your input on one or more
discussion topics is pending. A data
submitter added the latest comment and
the discussion does not have “Accepted”
status. Possible values:

&= input pending;

no input required.

Pending RA input

Indicates that a data submitter’s input on
one or more discussion topics is
required. You added the latest comment
and the discussion does not have
“Accepted” status. Possible values:

2  input pending;

no input required.

Actions

The list of actions you can perform for
each validation result. Two options are
available:

e View comments (opens the
comments panel);

e View validation results
(navigates to the validation
results screen; see Section
3.2.12).

Table 25: Discussion topics panel columns

Note that a new discussion topic will be created automatically for each failed

validation in a reporting obligation. If the same validation fails in a

resubmission, no new discussion is created.
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Figure 91: Comments panel

If you select a rule or click on its “Actions” icon and select “View comments”, the
comments panel (a discussion thread with the collection owner) will appear
below. Discussion participants can also attach explanatory documents to their

comments. Table 26 provides an overview of attributes displayed in the default

view.

Attribute Explanation

Date The timestamp for when the comment
was added.

User The user ID of the user who added the
comment.

Comment The comment, with a maximum length of
1,000 characters.

Attachment Indicates whether an attachment has
been added to the comment. Possible
values:

& (Yes);
(No).
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Attribute Explanation
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Table 26: Comments panel default columns ) ) ]
Figure 92: Add a comment to a discussion

In addition to the columns that are visible by default, you can add toggle columns . . .
y y 99 To add comments to a discussion, follow the steps in the table below.

for the attributes, as shown in Table 27.

1. On the discussion board screen, select the validation rule you would like

Attribute Explanation to discuss. The comments panel will appear below.
Username Igr?"?]ae?te of the user who added the 2. Add your comment in the Comment field. The “Accepted” checkbox is

deactivated as only collection owners can accept a discussion.

Table 27: Comments panel: additional columns o ] ]
3. Save the comment by clicking on the “Save” button in the lower right-hand

corner of the screen. A success message is displayed at the top of the
screen. The topic status changes from “new” to “ongoing”.
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Figure 93: Discussion topics panel — add attachment
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Figure 94: Attachment upload screen
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To add an attachment to a comment in a discussion, follow the steps shown
below.

1. To add an attachment to your comment, click on its “Actions” icon. A small
pop-up box with three options will appear:

e add attachment;
e update attachment (deactivated if no attachment has been uploaded);

e download attachment (deactivated if no attachment has been
uploaded).

Select “Add attachment” to open a pop-window.

2. Click on the “Browse file” button and select the file you would like to attach.
Note that attachments must not exceed a file size of 25 MB. Confirm by
clicking the “Upload” button. A success message is displayed in the pop-
up window. The attachment column in the comments panel displays the
paper clip icon.

There are specific rules on the file name and extension that must be followed:

o the accepted file extensions are: xIsx, xlsm, xIsb, csv, txt, xml, xsd, zip,
gz, pdf, docx, mat and msg;

¢ the characters permitted in the file name are: A-Z, a-z, 0-9, +, -, ~, $, &,
# @, (), [ 1. { } and space;

¢ the file name cannot have more than one full stop symbol (“.”).



When a discussion has been concluded because, for example, all the validation
errors have been resolved, the collection owner may set its status to “accepted”

to indicate that no further changes and/or resubmission are required.

Note that there are two levels of acceptance in the discussion functionality.
A collection owner can accept discussions at the obligation level (reporting
obligation panel) and, individually, at the level of each validation rule
(discussion topics panel). Acceptance of all the validation results as a
condition for acceptance at the obligation level may vary according to the

data collection in question.

3.2.14 Discuss other topics
In addition to discussing failed validations in CASPER, users can reply to

discussions that are related to other topics.
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Figure 95: Discussions screen navigation

1. Click on the “Submissions” menu at the top of the secondary navigation
pane.

2. The submissions screen displays a list of the data collections assigned to
you. Select one and click on its “Actions” button. A small pop-up box with
four options appears:

e Vview
e view file vault (see Section 3.2.11);
e view validation results (see Section 3.2.12);

e view discussions.

3. Click on the “View discussions” option to navigate to the discussions
screen, as shown in Figure 95.
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Figure 96: Discussions screen

On the discussions screen, you will find all reporting obligations with at least one

failed validation (“error” or “warning™ severity level) or other discussion topics

opened.

For resubmissions, only the latest submission (highest sequential number)

is displayed on the discussions screen.

Table 28 provides an overview of the attributes displayed in the default view.

Attribute Explanation

Cycle The name of the reporting cycle as
explained in Table 6

Module The code of the module as explained in
Table 6.

Reporting code The code which identifies the reporting

entity.

Attribute Explanation

Entity name The name of the reporting entity.

Reference date The date to which the reported data

refer.

Remittance date The due date for file submission.

Obligation status The obligation status (Table 8).

Pending ECB input Indicates that your input on one or more
discussion topics is pending. A data
submitter added the latest comment and
the discussion does not show “Accepted”

status. Possible values:
& input pending;

no input required.

Pending RA input Indicates that a data submitter's input on
one or more discussion topics is
required. You added the latest comment
and the discussion does not show

“Accepted” status. Possible values:
&  input pending;

no input required.

Accepted all topics Indicates whether you have concluded

the discussion. Possible values:

e Y (yes)—you have accepted the
data submitter's comments;

¢ N (no) —the discussion is
ongoing.

Actions e Discuss;

e View Submission List.

Table 28: Discussion screen — default columns

In addition to the columns that are visible by default, you can add toggle columns

for the attributes shown in Table 29: Discussion screen — additional columns



Attribute Explanation

Entity type The type of reporting entity, i.e.
company, group or person.

Entity group The name of the reporting entity group as
explained in Table 7.

Number of errors Number of failed validation rules with a
severity level of “error” that have
occurred during the business validation
process.

Number of warnings Number of failed validation rules with a
severity level of “warning” that have
occurred during the business validation
process.

Event comment Comments relating to the event. This
column will not be shown for non-event-
based data collections.

Event identifier The identifier of the event. This column
will not be shown for non-event-based
data collections.

Table 29: Discussion screen — additional columns

Only collection owners can add new discussion topics in CASPER. To add

comments to an existing discussion, proceed as follows:
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Figure 97: Discussion board screen navigation

1. On the discussions screen, select the reporting obligation for which you
would like to discuss other topics and click on its “Actions” icon. A small

pop-up box with two options appears:

e discuss;

e view submissions list.

2. Click on the “Discuss” option to navigate to the discussion board screen,

as shown in Figure 97 above.




EURGPEAN CENTRAL BANK | EUROSYSTEM

Centralised Submission Platfarm (CASPER) Dim b I
e ———

Discussion Board

sy e Repatng cose p—— s e 1

Discuss Fadled udes.  Discuss Other Topies

TomckR 1+ = sumct

g fe— [—— 2

Figure 98: Reporting obligation panel and Discussion Topics panel

The “Discuss other topics” screen will open, and you will see the status of
previous discussions. If there is a discussion open due to failed validations
related to this reporting obligation, it will take you directly to the “Discuss failed

rules” screen. All you need to do is click on the “Discuss other topics” button.

Attribute Explanation

Topic key The unique ID that serves as an identifier
of the discussion topic.

Subject Subject of the discussion topic.

Start date Date on which the discussion topic was
raised.

Attribute

Topic status

Explanation

The status of the specific discussion.
Possible values:

“ongoing”: at least one comment
has been added first by the
collection owner;

@ “closed”: at least one comment
has been added first by the
collection owner and the status
of the topic is “closed”.

Pending ECB input

Indicates that your input on one or more
Discussion topics is pending. A data
submitter has added the latest comment
and the Discussion does not show
“Accepted” status. Possible values:

= input pending;

no input required

Pending RA input

Indicates that a data submitter’s input to
one or more Discussion topics is
required. You have added the latest
comment and the Discussion does not
show “Accepted” status. Possible values:

! input pending;

no input required

Actions

The list of actions you can perform for
each validation result. Three options are
available:

e view comments (opens the
comments panel);

e edit topic;

e add comment.

Table 30: Discussion topics panel columns

75




TENTRAL BANK

i m Platform

s
WARNING ®
ERROR ®

e

eRR0R 3

Accepted  Comment*
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If you select a topic or click on its “Actions” icon and select “View comments”,
the comments panel (3) appears below and shows the ongoing discussion thread
between data submitter and collection owner. Discussion participants can also
attach explanatory documents to their comments. Table 31 provides an overview
of the attributes displayed in the default view.

Attribute Explanation

Creation date The timestamp when the comment was

added.

User The user ID of the user who added the
comment.

Comment The comment (maximum length: 1,000

characters).
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Attribute Explanation
Attachment Indicates whether an attachment has
been added to the comment. Possible
values:
@ (Yes)
(No)

The user ID of the user who last edited
the comment.

Last edited by

Last edited on The timestamp when the comment was

last edited.

Actions The list of actions you can perform for
each validation result. Three options are

available:

e add attachment (enabled for
your comments only);

e update attachment (enabled
only if an attachment has
already been uploaded);

e download attachment (if
provided).

Table 31: Comments panel — default columns

In addition to the columns that are visible by default, you can add toggle columns
for the attributes shown in Table 32.

Attribute

Explanation

Username The name of the user who added the

comment

Table 32: Comments panel: additional columns
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Figure 100: Add a comment to a discussion Figure 101: Discussion topics panel — add attachment

To add comments to a discussion, follow the steps shown in the table below.

Attachment Upload
1. On the discussion board screen, select the discussion topic you would like
to discuss. The comments panel will appear below.

RULE ID DATE COMMENT

3 TradeDate 09/10/2019 15:06:2% This is a comme...

2. Add your comment in the Comment field. Check the “Closed” box if you i} :
would like to close the discussion topic about the validation result. Atachment

Explanatory document pdf

3. Save the comment by pressing the Save button in the lower right-hand
corner of the screen. A success message is displayed at the top of the

5

screen. Close

Figure 102: Attachment upload screen
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To add an attachment to a comment in a discussion, follow the steps described
below:

1. To add an attachment to your comment, click on its “Actions” icon. A small
pop-up box with three options will appear:

e add attachment;
e update attachment (deactivated if no attachment has been uploaded);

e download attachment (deactivated if no attachment has been
uploaded).

Select “Add attachment” to open a pop-window.

2. Click on the Browse File button and select the file you would like to attach.
Note that attachments must not exceed 25 MB. Confirm by clicking on the
“Upload” button. A success message is displayed in the pop-up window.
The attachment column in the comments panel shows the paper clip icon.

3.2.15 Check reports

On the reports screen in CASPER you will see a set of tiles, each containing text

and links to external resources, as shown in Figure 103.

EUROPEAN CENTRAL BANK | EUROSYSTEM

Centralised Submission Platform (CASPER) - .

TEST ANNOUNCEMENT

test report Please find here the test report here

Figure 103: Reports screen
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The reports are prepared by the collection owners. Their main purpose is to
provide access to tableau reports, data quality reports, or any other reports
accessible via a link for the data collection.

FIRST REPORT

Click here to find the first report.

B Click here

Figure 104: Report preview sample

For each report, the following elements are displayed:

1. The title of the report. If the length of the title is greater than the width of the
report displayed, hover your mouse cursor over the title to see the full text
inside a tooltip.

2. The description of the report. Only the first 150 characters are shown — the
formatting of the report is not visible.

4. A “Click here” button, to view all the details of the report.

If you click on the “Click here” button in one of the reports, a pop-up window will
appear, as shown in Figure 105. The window displays details of the report, i.e.
the title and the full description. The links for the report are clickable and open in

a new tab.



B ———————————
Title:FIRST REPORT
Description:

Click here to find the first report.

Close

Figure 105: Report pop-up screen

3.2.16 Test submission

CASPER allows you to make a test submission. The system treats the file as
test data, completes the file processing and shows you the results of your
submission. This is an ideal way to check everything is correct before you submit

afile.

It is very simple to upload a test file. You follow the normal file upload process
for a single file upload, the only difference being that you need to make sure you

check the “Testing purpose” box, as shown in Figure 106.
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File Upload

MODULE REPORTING CYCLE REFERENCE DATE REPORTING CODE ENTITY NAME ENTITY TYPE

MYMODULE TCYCLE 26/03/2020 ENT1 Entity 1 Group

Filled in mycoll template xisx Testing Purpose

Figure 106: Testing submission pop-up

The system shows confirmation that the file has been received and the validation

process has started. Go to the file vault screen to check the entry in the list.

Test submissions are only visible in the file vault. You cannot see them on
the submission list screen. CASPER only stores test files for 24 hours and

then deletes them.

Figure 107 shows an entry for a test submission in the file vault. Since all files
are stored using the proper naming convention, note that the name of the test

file starts with the prefix “TC” instead of “C”.



File Vault

no CEn) S (e

C_TESTIL_ RCOPS._GHI_BANKB 20240219 2xsx  GHI Compleced NA

C_TESTIL_CSV_CSV_BANKB_20231205.4.2ip v Complesed Warring

Figure 107: File vault test submission

For zip file bulk uploads, make sure the file names all use the naming convention,

i.e. they start with “TC”. The rest of the file upload process is the same.

3.2.17 Downloading data submitted

CASPER makes it possible to download all files that have been submitted. They
can be downloaded from the submission list screen, but as explained in Section
3.2.11, this does not display rejected files or files submitted for optional reporting
once the applicable reporting cycle has closed. To download files that are not
visible, go to the file vault screen. Here you have access to all data submitted

and you can download the files you require.

Please note that you may not be able to see files submitted in the past for a
reporting cycle that is now closed. The collection designer can hide obsolete

data in the submission list and the file vault.

Both screens offer two options for downloading files. To download a single file,
simply select the file, click on “Actions” and then click on the “Download” option,
as shown in Figure 108. The system downloads the file in its original submitted

format.
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EURGFEAN CENTRAL BANK [URGITITE

File Vault

Figure 108: Single file download

The second option lets you download one or more files. Select all the files you
would like to download and then click on the “Download files” button highlighted
in Figure 109. Please note that the system downloads all the selected files and
puts them in a single zip file. To access the individual files, you will first need to
unzip the file.

File Vault
Submission List Number of & ‘4
e % woowe = MPORTNG x ENNV oo m pormenceowE | RewTTANGEOTE B mecemionowre 1+ SRGARINT o proc
T A Al T T Qon/Mn/ v T Qoosuws T Ad A
C_100005_RCI_M..  MOD1 REOT Company test 13/0472021 14042021 11/05/2021 19:55:46 Test Submissionxisx  Comy
100005 RCI_M.. MOD1 REOT Company test 130412021 140412021 04/05/2021 09:24:32 100005 MOD1_1.20.. FileR
100005 RC1M... MODI RE! Company test 1370412021 14042021 0405/2021 083127 Submissionxsx FleR
C100005.RC1_M... MOD! REO1 Company test 1300412021 147042021 260042021 193654 SubmissionFilexisx  FleR

Figure 109: Multiple file download



3.3Journey lll: web reconciliation administrator
Web

reconciliation process in CASPER for users within the same organisation and

reconciliation administrators are responsible for managing the

who are assigned to the same collection(s).

They are responsible for managing and reconciling all users within the same
organisation assigned to the same data collection(s), as explained in Sections
3.3.4.1 and 3.3.4.2. They can also view the final reconciliation results (see
Section 3.3.4.3).

Web reconciliation administrators are responsible to perform the reconciliation
exercise for CASPER users who belong to their organisation.

During the biannual user reconciliation exercise, web reconciliation
administrators are responsible for confirming or revoking access granted to
users within the same organisation who are assigned to the same data
collection.

They can manage user assignment to their data collection(s); define the
assignment reconciliation, as explained in Section 3.3.4.1; and view the final
reconciliation results (see Section 3.3.4.3).

Figure 110 provides an overview of the individual steps in this user journey.
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View Define

reconciliation e Rcconc:llabono

screen Assignments

Rccon-:n!ua‘.i(me

Figure 110: Overview of the reconciliation administrator journey

3.3.1 User role request, approval and assignment

User access to CASPER is granted through a two-stage process.

1. User role management

2. Assignment of data collection and reporting entities in CASPER

CASPER is integrated within the ECB Identity Portal, which is the access
management system for non-ESCB users. If you have an account on the ECB
Identity Portal, a CASPER role can be assigned to you. In order to use CASPER
as a web reconciliation administrator, you will need to request the
WEB_RECONCILIATION_ADMIN role by contacting your CASPER access
administrator. If you do not know who your CASPER access administrator is,
please contact the ECB collection owner. For further information on web role

assignments, see Section 2.1.



You need an ECB lIdentity Portal account to access CASPER via the
internet. Once you have this, you can log in using the URL below, as shown

in Figure 39 below.

https://id.ecb.europa.eu/login/

EUROPEAN CENTRAL BANK | EUROSYSTEM

ECB Identity Portal

C——

Log in to ECB applications

Email Address

Password

Figure 111: ECB Identity Portal login screen

Once the role has been assigned, you will be able to access CASPER.
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3.3.2 Check notifications

CASPER generates notifications to inform users about defined events in the
collection lifecycle. To view your notifications, log into CASPER and click on the
bell symbol at the top right-hand side of the screen (Figure 112). The number on
the natification icon shows new, unread natifications. Click the icon to navigate

to the Notifications screen.

EUROPEAN CENTRAL BANK | EUROSYSTEM
€
Centralised Submission Platform (CASPER) D=l la [ EN ]

@ Submissions Collections Dictionaries User & Roles

Announcements
WELCOME TO CASPER DAILY ACCEPTANCE TESTS - DOWNLOAD |I...
(GENERAL) (CAPG) (COVMG)

ME TO CASPER daily announcement email ( PER ad
b} Bc B

Figure 112: Landing page
The highlighted box 1 shows the notifications icon. Click the icon to open the

Notifications screen.

Figure 113 below shows the Notifications screen. The list displays the available

notifications for the CASPER roles and data collections assigned to you.


https://id.ecb.europa.eu/login/

EUROPEAN CENTRAL BANK | EUROSYSTEM onment: Acce o
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22/05/2025 173944 User lease log into CASP assig.. )
22/05/2025 16:57:26 User assig... ]
22/05/2025 16:57:26 User assig... [ -
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Figure 113: Notification Screen during Reconciliation activities

Each entry in the list represents one notification and contains the following

information:

1. Data collection to which the notification relates

2. Exact date and time of notification

3. Category of notification

4. Description of notification

5. Severity of notification

CASPER creates the notifications based on specific events. For a reconciliation
administrator, there is a relevant event which could trigger a notification. Table

33 below describes it in detail.
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Event type Description

Reconciliation Period Started Notification of when reconciliation is
starting is enabled by default (even if the
subscription is set to “Never”) and is sent
whenever a reconciliation period begins.

Table 33: Reconciliation administrator notification

To receive notifications also via e-mail, please refer to section 1.1.2.

3.3.3 User Reconciliation screen
Reconciliation administrators can access the User Reconciliation screen (Figure
114) via the “User & Roles” tab. Here, they can reconcile the users of their data

collections during the designated user reconciliation period.

EURGPEAN CENTRAL BANK | EURGSYSTEM -
Cantralised Submission Platform (CASPER) Ri=ia

Figure 114: User Reconciliation screen

The User Reconciliation screen can be accessed as shown in Figure 115 below.
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. Daacesscson
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Figure 115: Opening the User Reconciliation screen

1. Click the “User & Roles” tab.

On the left pane, click “User Reconciliation” to display the list of users that
needs to be reconciled.

Select the desired data collection, using the dedicated button (below).

You are now in the User Reconciliation screen, as shown in Figure 115 above.

Here, the reconciliation administrator can choose from the list of data collections

to which the user is assigned by clicking on the drop-down menu, which is set

84

by default to “Select a Data

Collection” (see

EUROPEAN CENTRAL BANK  EUROSYSTEM

Centralised Submission Platform (CASPER)
u Sener -

Rimiwl s DN

Cotectons Ditoraries Merkorrg User . Rokes
— User Reconciliation
Users +  DataCollection 3
Select a Data Collection »

o o
EURGPEAN CENTRAL BANK | EUROSYSTEM —
Centralised Submission Platform (CASPER] Rimiela

u S e e e e

— User Reconciliation
Users «  DataCollection 3

Select 3 Data Collection =

User Entity Access
Report

Import History

User Reconciliation

Permission
Configuration

Figure 116: “Select a Data Collection” button



After selecting a data collection, a new table appears on the User Reconciliation
screen. This table displays the list of users to be reconciled for the chosen data
collection. The list includes users with statuses such as “Active”, “Inactive”, and
“‘Role deleted”.

EUROPEAN CENTRAL BANK | EUROSYSTEM

Centralised Submission Platform (CASPER) Rimvla
u Submissions Collections [o— Monttoring User &Roles
User Reconciliation

Users .

° st displayed of i Initiated: 17/01/2025 18:29:16.

ignment
Access Groups Data Collection

User Entity Access .
Report

Import History

Yooy Recnciaon

USER 1D = USERNAME =  USERROLE = COLLECTION =  COUNTRY = ORGANISATION = ASSIGNMENT =

Ac
RESTRICTION
Configuration

v v T v v v v

OE None

-

DE None

3 None

E None

: Ea| < sl <

Figure 117: Reconciliation table — exercise ongoing

Note that if the reconciliation administrator is not assigned to any data
collection, the dropdown list will be empty, and the table displaying users to
reconcile will also remain empty.

The user list available to reconciliation administrators becomes locked as soon
as the reconciliation is triggered by an ECB system administrator. An informative

banner displaying this timestamp is shown at the top of the screen to notify users
about the user list lock (see Figure 118).
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Figure 118: Informative banner — list of users to reconcile

Reconciliation administrators cannot view themselves in the User
Reconciliation screen and, as a result, cannot perform reconciliation on their
own account.

Web reconciliation administrators (with the WEB_RECONCILIATION_ADMIN
role, as outlined in Section 3.3.1Error! Reference source not found.) canonly v
iew users assigned to data collections within their own organisation. Additional
information about the User Reconciliation screen, including default toggle

columns and those that can optionally be displayed, is provided in Table 34 and
Table 35.

Attribute Explanation

User ID ID of the user to reconcile.

For web users, the email ID is displayed.




Attribute Explanation

User Name Last name and first name of the user to
reconcile.
User Role Role assigned to the user to reconcile.

Data Collection code

Data collection assigned to the user to
reconcile.

Country

Country assigned to the user to
reconcile.

This field is empty for web users.

Organisation

Organisation assigned to the user to
reconcile.

This entry is filled in for web users only.

Access restriction

Defined per data collection. Possible

values: “None”, “Country” or “Entity”.

# Assigned Entities

Number of entities assigned to the user
to reconcile.

This entry is filled in only for entity-
restricted data collections.

Note that this information is frozen at the
start of the reconciliation exercise.

Active This field defines if a user is active.
Possible values:
e Yes: if the user is active;
e No: if the user is not active.
Role Deleted Defines if the user role has been deleted.

Possible values:
e Yes

e No

Organisation ID

ID of the organisation reported in the
“Organisation” column.

This entry is filled in for web users only.
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Attribute

Role Type

Explanation

Defines the type of role assigned to the
user to reconcile. Its possible values are:

e |AM
e WEB

Assignment Reconciliation

Reconciliation decision for the user-role
assignment.

Possible values:
e Confirmed

e Revoked.

Justification

The justification of the assignment
reconciliation is a text field that allows the
reconciliation administrator to provide the
reason for their decision.

This field can only be filled once the
assignment reconciliation entry has been
set. The text entered is limited to 250
characters. If the message exceeds this
limit, it will be truncated and displayed
with “...” at the end.

Table 34: User Reconciliation screen default columns

Attribute

Email Address

Explanation

Email address of the user.

Reconciled

This field indicates whether the user-role
combination has been reconciled.
Possible values:

e Yes: the user has been
reconciled.

e No: the user has not yet been
reconciled.

During an ongoing reconciliation

exercise, the system will automatically




Attribute Explanation

filter and display users with the
Reconciled value set to “No”.

Year of reconciliation. It shows when the
reconciliation started.

Reconciliation Year

Reconciled By User name of the user who performed

the reconciliation of the user.

This entry is filled in only when the
reconciliation has been applied.

Reconciliation Time Timestamp of the reconciliation

performed.

This entry is filled in only when the
reconciliation has been applied.

Table 35: User Reconciliation screen optional columns

3.3.3.1 Automatically reconciled entries

New user assignments made during the reconciliation exercise are not added to
the list of users to be reconciled on the User Reconciliation screen. However,
any user unassignments occurring during the reconciliation exercise will be
reflected on the User Reconciliation screen. These unassignments will

automatically result in a revoked reconciliation status:

The “Assignment reconciliation” column (described in Table 34) for this entry is
set to “Revoked” with the *“Justification” column filled in as follows:
“The user was unassigned through the user and roles screen”.

The “Reconciled” field (described in Table 34) is updated to “Yes” and the user
ID will display the ID of the user administrator who performed the unassignment.

Inactive users and “Role Deleted” assignments remain locked during the
reconciliation exercise. Consequently, if a user account is reactivated or a role

is newly granted during this period, these changes will not be reflected on the
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User Reconciliation screen and will need to be managed directly in the “User-

Data Collection Assignment List” (see Sections 3.1.3 and 3.1.4).

Note that users with “Inactive” or “Role Deleted” status will automatically
have their “Assignment Reconciliation” column set to “Revoked”. The
“Justification™ column will be filled with the message: “The user needs to be
revoked as inactive or has the role deleted.” These settings are fixed and

cannot be modified.

3.3.4 Reconciliation Actions

Once a data collection is selected from the drop-down list, three buttons are
available for reconciliation administrators in the top-right corner, as shown in
Figure 119.

The buttons available at this stage are explained below.
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Figure 119: Reconciliation Actions - buttons

1. Apply reconciliation: this button allows you to apply the reconciliation,
confirming or revoking access for those users who have been reconciled. You
have the flexibility to apply reconciliation to a subset of users and continue
this activity with the remaining users at any time during the reconciliation
period.

2. Export CSV: this button allows you to export the content of the list to a CSV
file, preserving any sorting and filters that may have been applied.

3. Reset View: refresh the table and reset it to the initial view.

3.3.4.1Individual user reconciliation assignment

Reconciliation administrators can use the User Reconciliation screen to
reconcile users and their corresponding roles listed in the reconciliation table
(see Figure 117). For more information about the columns displayed on the User
Reconciliation screen, refer to Table 34 for default columns and Table 35 for

optional columns.

Note that the selected Assignment Reconciliation and Justification text are
automatically saved when an action is performed on the table. This occurs
“Revoked”

Reconciliation” column or by exiting the “Justification” field. A small label

either by selecting “Confirmed” or in the “Assignment

appears at the top right of the screen to indicate when changes are
autosaved, using the format: “Last autosaved at DD/MM/YYYY hh:mm:ss”
(see Figure 120 below).
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Figure 120: Autosaved label in reconciliation table

3.3.4.2 Apply reconciliation

After the reconciliation administrator completes the individual user reconciliation
assignments as explained in Section 3.3.4.1, they must apply the reconciliation
to confirm or revoke user access. This can be done by clicking on “Apply

Reconciliation” button (see Figure 121 below).
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Figure 121: Apply reconciliation button

Clicking on “Apply reconciliation” will bring up a confirmation pop-up, as shown
in Figure 122 below. This pop-up displays the following information:

“Total Unique Users”: number of users whose access has been reconciled.

‘Revoked Assignments”. number
Reconciliation status is “Revoked”.

“Confirmed Assignments”: number of users for whom the Assignment
Reconciliation status is “Confirmed”.

“

of users for whom the Assignment

Outstanding Assignments”: number of users for whom the Assignment
Reconciliation field is either incomplete or missing the justification text.
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Warning!

- Total Unique Users: S

- Revoked Assignments: 5

- Confirmed Assignments: 1

- Outstanding Assignments: 23

Revoked assignments will result in the removal of access for the
corresponding users to the specified data collection.

O ding assig; will the current access levels for the
respective users and need to be concluded before the end of the
reconciliation cycle.

Are you sure you want to proceed?

=

Figure 122: Apply reconciliation — Confirmation pop-up

Selecting “Cancel” will return the user to the previous screen (User

Reconciliation). Alternatively, if the user clicks the "Confirm" button, a green
confirmation message will appear on the screen, as shown in Figure 123,

indicating that the reconciliation has been successfully applied.



3.3.4.3 View reconciliation results

User Reconciliation

I © Reconcillation was successfully applied for 1 user assignment(s).

Outside of an ongoing reconciliation exercise, reconciliation administrators can

© The list of users displayed has been frozen as of the moment the reconciliation period was initiated: 11/06/2025 11:22:43,

Any users assigned during the pe not in the list. However, unassigned users are updated correctly and removed from the lst. view the results of previous exercises (see

Data Collection
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Figure 123: Confirmation message — Reconciliation applied : :w Z :
Once the reconciliation has been applied, user rows that have been reliably . : = :
completed in the Assignment Reconciliation column (by selecting either
“Confirmed” or “Revoked”), along with the corresponding justification, can no

. . o . Figure 124: Reconciliation table in View mode

longer be edited via the Reconciliation screen. However, they can still be
modified on the User Assignment screen, allowing for the usual business of The reconciliation table is displayed on the User Reconciliation screen and
assigning or unassigning users outside the reconciliation process, as described cannot be edited, although column filtering is available. For more information
in Sections 3.1.3 and 3.1.4. about the columns displayed on the User Reconciliation screen, see Table 34

and Table 35.
The user reconciliation can be applied over multiple separate sessions within the

time frame set by the CASPER system administrators, who will conclude the

exercise.
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Abbreviations and terminology

Abbreviation Explanation

Csv Comma separated value

XML Extensible mark-up language

DAA Delegated access administrator
ECB European Central Bank

ESCB European System of Central Banks
NCA National competent authority

NCB National central bank

RA Reporting agent

Table 36: Abbreviations

Term Explanation

Collection owner

A collection owner may be any business

area within the ECB. It sets the collection
characteristics and receives the collected
data.

Internal collection designer

Internal collection designers are ECB
data collection experts who configure
collections in the system. They configure
the templates (called “modules” in
CASPER), manage the reporting entities,
configure business rules to validate the
data collected and create reporting
obligations for data submitters.

Comparison operator

A comparison operator compares the
contents in a field either with the contents
of another field or with a constant, and
then returns a value based on whether
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Term Explanation

the comparison is true and whether
processing should proceed.

Data collection

A data collection brings together domain-
specific information that a data consumer
is interested in. For example, the Single
Supervisory Mechanism may require
data on non-performing loans to be
provided by supervised institutions and
specify the loan attributes to be reported.
Data are mostly collected in cycles at an
established frequency from a set of
reporting institutions. Data collections are
mostly structured in tables, for ease of
comprehension by reporting institutions.
They may change in extent and structure
over time.

Data consumer

Data consumers are typically ECB/ESCB
IT applications that provide business-
specific functionalities and services for
producing, disseminating and analysing
data.

Delegated access administrator

Authenticated and authorised individuals
who can assign application roles/access
rights to ECB Identity Portal users within
their organisation.

ECB Identity Portal

The access management system for web
users.

Module A set of tables to be submitted as a
whole given the close relationships
between the data points.

Received file A file successfully uploaded to CASPER

by an RA (either individually or as part of
a zip file). It may or may not result in a
reporting obligation being fulfilled,
depending on the technical validation.

Reception date

Date and time on which a file was
received by CASPER.




Term Explanation

Reference date

Date to which the reported data refer.

Remittance date

The deadline for receiving a mandatory
submission.

Reporting agent

The user submitting the data.

Reporting cycle

The time window during which
submissions of a specific set of modules
for a reporting obligation are accepted by
CASPER.

Reporting entity

The entity providing the reporting or the
entity to which the reported data refer.
This is usually a credit institution, but
may also be an NCA/NCB, a combination
of credit institutions and consolidation
levels, an ad hoc entity (e.g. a bank’s
internal model, if a collection requires
information at the level of individual
models), or any other counterparty, i.e.
experts affiliated to financial or non-
financial institutions.

Reporting obligation

The obligation (or option) for a reporting
entity to submit a file for a module for a
given reference date. A reporting
obligation is fulfilled if at least one
submission completed meets the
reporting obligation.

Reporting type

A reporting entity may submit data on
behalf of a group as group head or for
the company individually. If the same
reporting entity code type and code are
used for both reports, the type attribute
enables the reporting levels to be
distinguished.

Resubmission

If a submission contains validation errors,
data submitters are expected to adapt
their submission and resubmit. This is
referred to as resubmission.
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Term Explanation

Submission

A submission is a file sent by a reporting
entity for a given reference date. A
submission is produced from a file
received that has successfully passed
the technical validation. A submission of
structured data, once extracted, results in
a list of observations with the associated
validation results and metadata.

A submission is always associated with a
reporting obligation. More than one
submission may be associated with the
same reporting obligation (e.g. when
there are resubmissions). Different
submissions for the same reporting
obligation are identified by ascending
version numbers.

System administrator

The system administrators, also referred
to as the CASPER Control Team, ensure
compliance with governance processes,

approve new data collections and launch
the collection preparation process.

Validation

Validation is the process of checking files
received based on the validation rules in
the system. Validations are split into two
categories: technical and business.
Technical validation ensures a file
received can be properly and reliably
identified and the content extracted.
Business validation can only be applied
to data within a submission.

Validation results

Validation results show any errors
identified in the validation process.

Table 37: CASPER terminology




